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Tl ek 75D VPN Z'abhab (thikd SoftEther VPN, OpenVPN, Ether IP 353508 L2TPv3)
BIFAET D, ZNHDOFEEZHANDE, BEN-HLS)D Ethernet D%y b — 21BN HZENFRETHS (X
1).

Ethernet Segment #1 Ethernet Segment #2
o ° o o ° °

S I__._I Ethernet
- over VPN
ee———
L .
Internet
VPN Server VPN Server

1. BENT-HLE R+ Ethernet ‘22 A VPN Tl

2.1.2. PPP

BRBEEREANT 2 BOoarta—#FALa2EET 572D 0 7 k=L T, PPP (Point-to-Point
Protocol) & 232, 2 BDOALE 2 —F D & F BN T TR0FET A, ISDN A5 —7 2 A 2% 40 L CESKRE
[T 5, — HEEREM, Y — HEREMEL CTHEREMNLL, PPP D3I —1abBNsE T 358,
HUNIBE AN ATREIZ 72D,

PPP CTIXZEDLFEY 1 ED PPP Ry bV —7122 BEDALE 2—Z INSINTHIENTERN, 2L 2 &
DAY 2= VT VIR — N T/ AR LIZ0, Ethernet T2 AN B a—X A& I0Ar—7 )L CHEGELT-D
L TCWDDEFRIFEDIRIL T D, EDT=D | /3y M2 AE T _EDZ I T 54 21372< | Ethernet DX
VBB DALY 2 —H e T AL E LT B bV TIIMEER DL AY 2 OMERT RV A (3606, 15
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157T) 1d PPP /X7 MNIZIFTFAELZR, PPP /X7y NI IEIEL A 3 (IP &) Oy hEDOFEETHY, IP %
DIFy MR T2 0 16 B b7 rha/L & 58 IP 20y SO E RN SN TWDD I THD,

1 fEH®D PPP Ry kU —2121% 2 BOALEa—FXUINBINTHIENTERWRS, 2O Ba—2DHrbL— K%
73T T IP V— e A EES L, — DO Ba—XIMFROa Ba—H 2R L TEDa B
—HDOMDHNT =T A B —T 2 A R FGE L TODM DRy NI — I D B a— X LEETHIENTED,
ZOHFEEIERL, 4L @ Ethernet TR SN2 LAN (2, fHBEO B EOa ¥ a—H%  Eakhliaz N1l
T—hT 7 BAZED BHOTDIZ PPP BIALFIHESN C&E e, 2084 4N LAN ICH B RIS B S
TWHALE2—4R PPP OUE—hT 7R — =AU TERESND, 1 AOaE 2—Z (i [ml#{E O E
7 LA L CIRIRF O+ B 760 PPP %ﬁ%ﬁf~%a‘éﬁﬂ% DALIRA BRI T SA A FAFE S AT,

N LAN ~DUE—RT7 78 AFEE LT PPP ZFIH T 5556, %1% PPP H—/ 3L PPP 7747 L hE D]
T, #EWN LAN TEHEI TN IP 7 Ry R i@%ﬁbf;u\%u@ IP %7 2% BT 52810705, ZL T,
PPP 7747 MZIZAEN LAN O 7 Ry " as65c, PPP H— "% — N =T DN —T 4 T T —T Vi
EL, [FEEIZAEN LAN EOFa B a—H2|21E PPP V74T U M6t PPP h— "% — Ry e Af 2§ 5L —
TAT T =T NEHRETIUEL, 4N LAN NOZ 22— 8 PPP 7547 U Rl E N TEH IR D,

ZDEHZ, PPP Z W TARM THHEEREIFEC ISDN [HI#R72 8 % W THEN LAN 228 D F A _—k %
NI =227 7/ AT U, ANRHEE BRI LAN O—5ELTEAT2E8TED (K 2),

Local Area Network
[ ] [ ] [ ]

— PPP Dialup

! Remote Access
PPP Server = : Client PC w

Modem +
. Public Switched (PPP Clien} H
Ottice Telephone Network

Server

B 2. PPPEAYNLT T EERIZED LAN ~DYE—KT 7ER

2.1.3. 7’'0+> ARP

PPP THIE DIV E—RT 72D VPN 2EBL 255 B I137 — = AL7225 PPP H— S)3E B
9% PPP ITCHEH T 5 IP xR —2E4EN LAN TEHIND IP Ry hT— 2 L3RI 7 Xy MR T 52 E
(27225, T2 Z 1T LAN Tl 192.168.10.0/24 %, VE—R7 72 AHIZIE 192.168.20.0/24 Z#E24 THEN -
TIRREL 72D, 2D G #EN LAN LD B a—H U —hT 7B ADITAT DB % D IP F T —2

BT DI D720 WENEME 2120 7TAT UM — 33— D 1P Xy R —Z B L CNDI %
MELUTHIEINT T v T LB IELENEL 2D T T2 RIRNZ 20280305,

ZZC, EFEOFITHN LAN T 5 192.168.10.0/24 12, #EN LAN Ed= v = —# L[A)51)12 192.168.10.0/24
ED IP TRVADI L —E% PPP 7747 L MZERY CTCRIASE LI EN TEDLHfTEL TF ¥k ARPE A3
b, 7rx T ARP ZFIH T IR, 7L 213X PPP 7747 13 192.168.10.100 V)T RLAZALE L THH5
A PPP " —hR7 = A13#1:N LAN (Ethernet) L=t 2—47350 192.168.10.100 5600 ARP U7 Ak 347y

MZXIL T, B2 B &2 192.168.10.100 LD T RLARZFFSTNDHEDELT ARP L AR AT Mk fE T
%o THE AN LAN EOm v a—413 192.168.10.100 245650835 IP /37y b, 245% PPP 7 —h=A D
MAC 7 RL A%%53 589 % Ethernet 71— ATHMIL TIEHE Ethernet LITIE(E 352 LR TEHINITRD (M
3), ZAUTHAN LAN D —T 40 7 DN AREL2) LAN ETOLREWEST ST 0l T 058Z0£EFH
T&ELI=D FR]THD, —ED PPP 7 —h =AY 7 7 =T (2137 0% ARP R H ST,
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7%y ARP Z VT PPP 7547 Mtk LAN O—#ELTUE—RnS LAN ICBINSE55A1%
LAN ETEHEHISITWS IP TRLADY L — % T KL AT — )L EL TR L TR &, 2D 7 —/L% PPP 7' — I\
VoA TEITHIEN KA TH D, 722 0E, 192.168.10.100 - 149 DA EF 50 fHD IP 7RV A% PPP 77 A
TUNHEL THER T DEVD FIETHD, ZOGA . 7282134 LAN _ET DHCP 2 HHL CWAE5E1EED
DHCP #—/37% PPP H]D 7 — /L &L TREPRS IV TWDHEIPAN D IP 7R A% DHCP 7747 MIHIX T
INCRETHREDEELE D,

Local Area Network 192.168.10.0/24

ARP Request

Who has 192.168.10.101
192.168.10.101?

=] , __
e
ARP R PPP Server Modem }
192.168.10.1 : h:\slgonse with Client PC
PPP Clien
192.168.10.101. Proiy AIRP ( )

Software

K 3. u¥% ARP

2.1.4. L2TP

PPP [IASK, Bk ETOH LM TEAWnTahaLThs, L, A Z—%vh BT PPP 2F 4
HIEMTEIUL, A X —F v bt L CEBHI BN LAN (ZUE—R7 78280 VPN 28 35280 T
ELI-OERTHD, ZDTDITIX, PPP A Z—%y s E TR TEL T mhaViZh 7B AL T 200D
Do

PPP % UDP |2 7 E/ALL , A #—Fy b BT TAZENTELLIICTTH7 uha/ LT, L2TP (Layer-
2 Tunneling Protocol) 73&%% (X 4), L2TP CIXEaEEI#RE AV = PPP LRIERIC, ‘U‘—/*}E7§4’7‘/]\75§2§>60
L2TP #— 3% UDP AR—h 1701 CHREHZIT, L2TP 7747V NIEE DR —R) 5 L2TP H— 30 M 3%0R
\ZRIL T L2TP ~o X &5 AT UDP Ry M ik 535, L2TP TIEETIRAER R EER ISR A AL | kI Jc(D
AR [El#R |- C PPP )3/77%5%4'?'}:)@ —ii PPP UL 7 DNENLSHLAUIE, ARG R A I C PPP 2 H 3256
EAIERIZ PPP @15 23 FIBEIZ 72D,

L2TP {Z PPP Z K42 UDP IZH 7 AL L= Bha/L CThHT=8 |, B BALISREZ AL Ty, LZ2i> T, A
VA —Fy b ECREIGREEITHTEDITII OO J51ETL2TP O UDP /Ny haki 5t 352 L E LY,
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Remote Access VPN by PPP

| Line Signal |PPP |User IP Packet
-

i Telephone Network I —

PPP Server Modem

Client PC

l (PPP Clieny

Remote Access VPN by PTP over IPsec

Internet

Client PC
L2TR IPsec VPN Server (L2TP Clien)

B 4. PPPEA&#—Ryb L CHIARIRBIZL L2TP

2.1.5. IPsec

IPsec (Internet Protocol Security) M (%, BF S-S TRV IP Sy R a5kl Ao Z—F v b ET%4
\BRIETHZEEAREL T 5720 D7 abhaL T, IPsec 134 72 NSRED A, B ISAKMP (Internet
Security Association and Key Management Protocol) &%\ X IKE (Internet Key Exchange) &\ oty =Tk
NEEHEASHAD T DI 7 =L & ESP (Encapsulating Security Payload) &) T —2 8y hORE AL
aha)L D 2 S ANDLIEN— I THD,

IPsec ITE T IKE ZHWTIZTAT b | Y= REITU U ZA LOGEASHAEITO, Ty ar 2fEsr 50, b
SESNTe By v ar DT E% SA (Security Association) EFES, SAIXZTAT N | "D AEY BIZHE St
EbITHERISNLD (K 5),

SA DMFAET DNE, — bbby — Tk L CAEENST —#1% ESP & W T S{ban s, ZoRic
SA LU TIREFL TV DIE 582 IV T 5k 21T, B LS e "y ME ESP ™7y bl TA o Z—F bk
L CTHY il R E, [FERICE 582 W T B ESi, sty MIREND,

IPsec |% L2TP ZME SALL TA X —F b ETIRET D720 DG Sk AL T, F5E LoERELLTHEM
SN TS, L2TP IS LTzay B a—% A —h 73 R0F 7 Ly M K728 TlE, L2TP Z#fEHL L ET 2
B3 d IPsec 23 BENAOICHE SN AL > TWDH DN E, 2O L7 FH k% L2TP over
IPsec SRS (X 4),

IPsec |Z, IKE D722 UDP 7R—h 500 %, ESP ™72 UDP A~—h 4500 Zffi 35, *rv U —2 Lov
—BEDT ARG RDE | IPsec DIE{F X H 2D UDP OilfE 12725, <D NAT I IPsec & lilS w52
ENTEDW, AREDT 7AT U4 —/L5 (T UDP Z il 4 55k E LR > TWVDILEN DY ZOHE 1% IPsec %7
T HZERTER, IPsec ZRIHTHIENTERWNGE | IFEALD OS T, L2TP 2RI 5L TE
720N,
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Key Exchange

Data Packet Transmit

— IPsec SA S G e §

IPsec Server

IPsec Client

X 5. IPsechr RNEHERR TS 2 D SA

2.1.6. SSTP

SSTP (Secure Tunneling Protocol) i, L2TP L[RIEEIZ, PPP & IP /7y NMZh 7 'L T 57 B ThH1A,
L2TP Z V535613 PPP & UDP I 7 B/UALL . EHIZFNE IPsec 1Z&-> T 5L T UDP Tk 9 54
ENRHLM, UDP ZiH T 52N TEIRNT 7 AT U4 — /L ONRITIIE I 2L TSR, Fo, HTTP
Tax = N\ERE L CEEEITOMNENHLREE THH 2203 TE L,

ZZ T, SSTP 1XftHviz TCP Z#H\W T PPP 07 it 4%, ZOBRICK 5kl A& LT SSL (Secure
Socket Layer) 181 Z W52 2120, IPsec IZARTEL2 > TS, Z LT, 7BV OH B A A A0
T7AT U F— LS TRETSNDZ D20 EHIZ, TCP D% AR — & 513 443 LU, Web VA M5
7O O 7 rha)LTéhZD HTTPS (HTTP over SSL) &HBISIUCWESIZAR > TS, ZD728, SSTP (X L2TP
over IPsec 23ME F CEZRWERBECTHLEHTES (X 6),

—7J7, SSTP THEZLS#17= VPN ONIIT TCP Z M52854 1%, TCP over TCP DS TF —#MMBESILHT
LD, ZOWE Ny R AR A LTSI AL — T Y MME T 520 S T 58 F7- SSTP
1% 2006 4E1Z Microsoft £EiZ k-~ THe ”E'éz”wf_7 BhL CTHDHTZD | XL TWDZ 747 > Ml OS Id Windows
FRUNFIERE T, Mac OS X, A= —bh 74 BLOF T Ly NERPOLH T2 ENTERN,

TCPHTTPSPPP |User IP Packet l

SSTP VPN
(PPP over HTTPB

Local Area Network

_________ @]
Server SSTP VPN ‘\ 4 w
Server b § ’,' SSTP Client
office | Internet Home

B Go Through §
Firewalls

B 6. PPP over HTTPSIZXVZ 7 AT U+ — N ZBX HTLHTESD SSTP

2.1.7. L2TPv3

PPP IZIZATR DI, AKIL 2 BDAL Y a—Z R a2 T 572 D7 aha/ Thh, PPP Tix, iz FEHE
DAY 2 —HEtEN LAN (ISHBANZYE— T 7 B RSS20 I8 528137 1% ARP S &bt
HZEIZED— IR AREL AR o703, 2 fEATLL B LAN Zi%i#AIZ VPN i T 52 LIxREECTh D, 2 Tl k
@ LAN [fl 1% PPP U7 Tt L, ZHE4D PPP 7 — b7 = AT, @ fRHLA CHEH I TS MAC 7R
D—EERZTBEENLD MAC 7RV AIZxT 5 ARP U =ANMIR L TURE 5 ARP 7 af U aEifES '
TUTFTRE TH LY, BB EMEZ 2D,

14



ZZ7T, PPP OfbYIZ Ethernet Z B0 7 &/ L5 L2TP OFLET 1L LT L2TPV3 233k FHS -
Bl L2TPv3 Zffi 3 4, &2 Ethernet O EL7: LAN 2253815345 Ethernet 71— A% D FE UDP
WZHTBNALL ., BIOWLSIABE T HIENTED, 7 bSiz UDP X7y b2 Bl 7o s @ T,
UDP & Hi7x5 Ethernet 7L — A2 IO HIL | 2V AP ERAIIZ LAN (S L THIE T2,

L2TPv3 (20, Bz b AE1)72 Ethernet B FHARZ 2 LS IC R D85 & LR O Z, A2 2 —F ok
EALUTRBTHIENTED, 72721, L2TPV3 1L L2TP [FRRICHMZ2 72 kD 7 ahaL ThhTzd A
H—F b ECRIATH720213R LD 7212 IPsec EFABDECHIATILERSHD (K 7).

L2TP\3 over IPsec

IPsec|L2TPWB |User Ethernet Packet
E— Internet

L2TP\8/IPsec VPN Server L2TPW3/IPsec VPN Server

7. Ethernet 7L —AZ ik TE5 VPN Fabh=avd 1 5 ThH5D L2TPV3

2.1.8. EtherIP

L2TPv3 LHEEL D7 mh=11(Z EtherIP (Ethernet over IP) 3851 EtherIP %, Ethernet 71— 2% IP /347w hNZ
N7 BMMELTBET D57 0 ha/L ThDHI3, L2TPV3 LY By al WEAITHR WL BifiiZzr 7 a k=
TdHD (K 8),

EtherlP ZA > % —x%v b ECTRIT5720121%, L2TPv3 LFEIERIC, BEBLD7-0 D IPsec LRI EHHE D
DD,

L2TPv3 & EtherlP [V I B 2 IZ32P B S 7 e h=L Th D7, L2TPV3 (xS TV% VPN JL—
Z1% EtherlP IZxF L TR 5T, EtherlP (2%t L TUWD VPN L—4 % L2TPV3 (2 i L TN EWN S T2k
Thb,

EtherlP over IPsec

IPsec|EtherIP |User Ethernet Packet
E—- Internet

EtherlH IPsec VPN Server EtherlR IPsec VPN Server

X 8.L2TPv3 LEEL7= VPN FrhavThs EtherlP

2.1.9. OpenVPN

OpenVPN [IA—7> Y —2D VPN V7 7= 7 B I ORZEDO 7 ub=aLThs (K 9) M, OpenVPN 121 L3 &
—R& L2 E—RD 2 FHOEEE—R2HD, L3 ET—RE L2 T—REFFHIEESE L8 TET, EHon
—HDOHEIETILENDY, R 5E—RRELEOY— N | 7547 MIITREZITIZLENTE RN
720, B B L3 E—RE L2 =—FR? OpenVPN (15 % DY T T =T ThHEE ZHRETHD,

L3 “E—R@ OpenVPN (X, L2TP over IPsec LIZIE[FERIZ, IP 23 UDP (IZH 7 /ALL TH B LARE
T2,

15



L2 E—R® OpenVPN (X, L2TPv3 over IPsec £7-1% EtherlP over IPsec L[FEEIZ, Ethernet 71 —2% UDP
W 7 BET D,

L3 E—F, L2 E—ROWTNHEF5LIZiE IPsec 12 L7 A SREE XU TD A3, IPsec 1Al ST
BOT. IPsec ZHFHIT DM EN2, FTz, SSTP L[FEERIZ, UDP DfHVIZ TCP IZH 7 B/ b $52Lb TE
%o ZAUZLYD UDP ™7y bi@i LR W IO 727 7 AT 04— ORAINL TH > TORIH T 22LNTED, L
L SSTP L8720 151 SSL By ar CidahH o7 ara v WL THS (E O Bl /L0~ (1
—R&ELT SSL DSER IS FH S CUD) 728D, TCP s i al DA —RERE T HZE TRl 2 568 5678 —
R23 443 Tdo>Th A 1—R78 SSL LS DEE Z MW 2 X727 7 A7 U4 — Vi@l 28I L TEARUY,

OpenVPN D7 Z A7 N7 Z A% Windows, Linux 335X Mac OS X THIHTEA3, VAT LAY 7 =T
FEESHDLZENTERNAY— R 4047 Ly MK TIEFIH TE722 0,

OpenVPN

UDP User Ethernet Packet(L2)

E—- Internet .—E

OpenVPN Server

OpenVPN Client

X 9. UDP DOz TCP # AV ViR 2EIZbRHRL L2, L3 @ 2 E—F%F 3% OpenVPN

2.1.10. SoftEther VPN

SoftEther VPN [ZLAY 2 ® VPN Y7y =7 BILOZFDO 7 ahanThs (X 10) B, L2TPv3 <X° EtherlP @
£912, Ethernet 7L — 2% 1 72 /WALl TIRIET 5, (BEIZIX TCP a7 a2 3%, ZORIE SSTP &
[FRRIC SSL Z WS-8, A —RM SSL DA OBIEEZ W T 555727 7 AT U4 — V&l 52T
x5,

SSTP I% 1 ADFHEEAY7: VPN By al% 1 ARD TCP a3/ al THEE I 573, SoftEther VPN 35 K 32
ARD TCP a7 av NI L TNy e UHD TCP ax /L a Al TBRETHIENTED, ZOF
HEICID, BD TCP ax /v ay TRE Vv M AR A LTS A TH, B0 TCP ax/var THE Rk
EITHZLNTXAI=D . AL—Fhda L CUVVA,

F7-. SoftEther VPN D7 rahz/L R —a 4.0 (2B TiE, VPN 9—38 VPN 7547 R EDRT TCP &
EIDNZ UDP DIREDFRE THHIEM MRS ILX, TCP ORI VIZ UDP IZh 7 /A bl TaET HE9¥E
RSILTUWND,

SoftEther VPN % Ethernet 7L — A% W7 /WAL TaET 5720 LR RIEER L O VPN 28T 52808
TEDLN, L2TP DL A 3D VPN F bz L L [FRIREICYE— T 7B 2D VPN 25842 L4 ATRETHh 5,

SoftEther VPN 27747 b 707 Z Al Windows 3L Linux THIHTE %23, Mac 0S X SCA~—R7
VAT Ly MR TIEFIHTER,

SoftEther VPN (X845 Jil73 TPacketiX VPN &L THIlREN TERY, A—7" 2V — AR TUT-VPNJ &L TEAT
SN TND,
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J4SE
TCP|HTTP VPN User Ethernet Frame
Local Area Network

SoftEther VPN
(Ethernet over HTTP$

Server b4 SoftEther VPN
Client

office | ™ Internet Home

’

B Go Through J
Firewalls

X 10. Ethernet 7L —2.% HTTPS 254 T VPN i&{2 3% SoftEther VPN

2.2. EDDIAZE

2.2.1. The Click modular router

Click EYa— AL —H04 13 1P L—TF ¢ 7B SRR A /3R L C “Elements” EFFIEND4E
Va—WZEEL, ENOLOEY a— VBT ATy OISR T — DI E R EOTY — 7 u—%
SR CRLIR T DT EMN AR —Z DEREFFEIZRE T oM R THD, W E /Iy 727 a7 L L THEY
22—V BITRE A SNERESN TS IP L—4 L8R Click V—4DEY 2— IV HOFEAITEE CTh DT
D AV F NI N —Z o RN B X Do — P IS E T DR O —Z BB T DN TED,
Click Vv —ZDN—TF 4 7KL, RO ZEE O Linux 71—V ON—T7 4 7L ThHE)
& 10%F2 B OB AR T OO E ThHEREIIL TS,

AAFFETHEIET D VPN =T 17T AORIEIZB T, Click BV a— AL —Z2 LRIERIZ, 27y o
LR BN Z L ICE Y 2— VEERL TEDEY 22— /L T v bDZ L Z24THZ LI HE O T ah=
IV OIS TWDIEHEZR VPN 7B U2kt T AULBREATHOZEN TEDHIIINTT D, 72721, Click £V =
— L —Z T I —FIZLDEY 2 — L H OB S AL ST A—ZEFETE T D7D DALFA A DB |
FAEY2—/VEICEITD CPU DAY a—I THMBIZEEL TWDH, RSO EEITHB N TIEY
22— LI OFEB T3y A VBT E EDERI72b DL L, CPU Ay a—Y 7 1% OS OBEEZFI 3%,

2.2.2. Apache Portable Runtime

Apache Portable Runtime (APR)®! (X, HTTP #—/3Cd% Apache % Windows, Linux, 45f& UNIX 72X D
H72% 0S L TR BRI vy 70 7§ 57O HE S, 0S O REA b L 2 RAWINT 5 C S35
MDTAT TV THD, OS IZE->TEAF ALY RERO APl R0V 7y MB(E RO APl ZRE LT HEEND
53, APR ZAE T 2L FIZINODZRE T T 22 LRDBMMED @Y — A3 —R &5l T 52878
T&D, AR THET D 0S HIRALL A VT APR LIS/ EY 2 — /L Th D)3, APR TIEHREES L TR
Raw Y-~ (UDP % W 2U N IPsec ESP D32 I ) <° Etherner 7L — LAY vk (OS 1A AR—/L&
LTS LAN & —RZ T Ethernet 71— A& RS2 T 57202 ) 2 R—h15,

2.2.3. BSD mbuf
mbuf®lj% 312 BSD OS DRy "I — I A 7N T/ b7 723N R BLHT-DIFHEN TWD T —
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HIEETHD,

bH—WTF —HERy N — I TEZETLHE, ERELLWT —2RIK (A2 —R) 1T L TEREE D~
ZENAFNA T TODIEETD (ZEMTITSINCA~y X ZINATICIVSNT) LR MEIIR D, K~y X DB
. HIBRZATO BRI LW AT YSEIRZ MR L CF — 2 %2abt —3 2L ATVDOMHE BN L A — N —y
REIEILTLED, mbuf IMEEOT —XDER], FRBLOERIUEEDOROT — 2l S A LN TX
%o ZOE | RSN T — AT EBRIITATY 7 vy ECIEEEEL TS, mbuf O d 52 —7 1Y
TARRIC E ol L= T — X & F AT ZENATRETHD, £z, TCP ZHWCT — X &2 %5254 3%
FBXGOT —2E3E L TEREFa—ICANTEE, HEFIZEL B LI LD HERINDSETINELREY
FTHIEERD, WITZEMIZBWTUINEI SN TEWE=T —4% (BJBERITEIESN TR &, ZEFa
— DN LHD —ET AR O LT T —Z DD ETAEY BITRFFL TBRERH D, ZD L7240
Z TCP B/ AT — g LIRS, TCP B/ AT — a0 DFRIIREBOT-H12E mbuf 23ME S TVWD,

mbuf 22 %L TR SNIZHLOLEL T, Linux 71— /LN D sk_buffolis O Windows Vista PARED 77—+
JVIND NET_BUFFERBU3% %, sk_buff 1% mbuf &&<{EITV573, Ethernet 71— A3 B 2—% 0 LAN
—RIZE S TG EINTZ R SIS BT D IEMEIR A A DA T AR 570 8 OMSBEILIE B T I T D, mbuf
X sk_buff TIIAEERD AL ANELTUIREFTHT — X OB ATY EORA A (B IEFEN—V ATV EIK
WDORA LB BIENSI TS, ZivEHE L T, NET_BUFFER TIXE#4R A  # & & 3", MDL
(Memory Descriptor List) EWOMEATY LRABATY D T DT RV A% G AT~ 7T —T )L ~DRA
ADFENSIL TS,

AWFFEICBWTEE TS VPN =717 T 50 VPN 7ohL Y a— W E, HEO7abanrl vz
JEF R LTy MM S LA 728D . mbuf <2 sk_buff, NET_BUFFER O —ECHWOIL TS FEEH
WTER A D,
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5% 3 & 18¥d VPN 7’0 FVEBR— b9 3 ROREER

W2 TECIE, AMFEICRE T DRy N — s 7 ahaLe, 7 as T kR T D BB AR TIEIC oW T
W7z, 3 TR, BEFOE D VPN 7 abhaL a2 gL, #4550 VPN 7 ahaL 2 RIREHZ R — 57
DIZIFERDEELD VPN Y — 70T LN ETHHI Lk 5, Z LT, #HED VPN — 71l Z A
A DY TEATLEAICELDRESIZ W TR <D,

3.1. VPN ORIV OLEE

VPN 7'ah/UZI35 2 B CTRAREINN A 2 E N DY, 2N ERT. BRFEET D, ThbrEs
HHEDINNTD,

# 1. VPN ZabaL o ki

L2TP/IPsec SSTP PPTP ?Eg”lvl_';';' L2TPv3/IPsec | EtherlP/IPsec | SoftEther VPN
H 7 Ak L3 (IP) /
e L3 (IP) L3 (IP) L3 (IP) L2 (Ethernet) L2 (Ethernet) | L2 (Ethernet) | L2 (Ethernet)
(E T ERNY2) ERNY2) T_TO
70;;1\:]5 IP DF IP DH IP DI IP DI Ethernet %fi& | Ethernet %Ji& | Ethernet %fii
ASIN=§1V A==V WA=IS=¥%
W= IPsec HTTP over SSL GRE ME 7 ahan IPsec IPsec HTTP over SSL
=1 (UDP) (TCP) (TCP, UDP) (UDP) (UDP) (TCP, UDP)
o TCP 1194 TCP 443
{# A —F | UDP 500/4500 TCP 443 TCP 1723 UDP 1194 UDP 500/4500 | UDP 500/4500 UDP Bt
yZ(gTP/;” ;,C PPP IPCP PPP IPCP PPPIPCP  |#li7mh=i/L|  DHCP DHCP DHCP
HTTP 7'y
NN X X X X
i O O O
LT 7 AT
X X X X X
7 — LB O O
VPN H— 3| Windows | Windows 02 Windows Windows Cisco /L —% FreeBSD Windows
oy Linux Linux Linux — NEC /L —% Linux
iy SEIL V—#
i\o/;tl\?é@,ﬁﬁ Mac OS X Mac OS X Mac OS X Mac OS X
P P Gisco /L — s Cisco /L—4%% FreeBSD
KT 7 3A A Solaris
Windows | Windows @ Windows Windows X FreeBSD Windows
VE—F77k&A Linux Linux Linux Linux
7747 MAl | Mac OS X Mac OS X Mac OS X
$titnF 12 | iPhone, iPad iPhone, iPad Android
Android Android
A= N _ 90Mbps / -~ -~
gl Lt 560Mbps 1,105Mbps 86Mbps 1,104Mbps

T LW T 7 AT TV LT TCPIP /3y b~y Z IR SN TS T B a5 RORN—NME SR L%
AL AISILCWAIEE G ey NS E T V2 DL I MR AL BT 1T Tldied, ~A e —RIZE £
LHIBEENRECHRAETHIET, A—MESEA T L CGREZITEIETHBEEZER TN TEDE %
BT D77AT U4 — /L Thb,
T Intel Xeon E3-1230 3.2GHz, Windows Server 2008 R2 (x64) THl|iE,
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5% VPN 70U i3S DIT7AT VT NAARNLEH T HZENTEDNT 7 AT U+ — )V EEim LIZLL,
D VPN 7 bW 7 7 A T 74—/ &8 LW T 5 S L TN T AT U TR ANEIET HEV -
TR BT 22 > TNBZE DD,

FDTD, XN — I EHFIIZFEIRIR I TAT VT NAAR K N — VBT X TR —h 5729
WZIFEE DO VPN 7 a ha L 2R — 20 B3 55, 21 D721 TRWEW) VPN 7 B R LI FIELZR Y,

3.2. VPN Y=N\J'0DJ S ADLEE:

VPN ZAEZ 35720121, VPN B — "7l I L3 nhEBETHD, (RFEHZ2 VPN S — 77T A 035%f i LT
WA VPN ZahalzFzlhrtnIHcis,

#= 2. REAR VPN =Tl I AaLit L TS VPN Zakaj

L2TP/IPsec | SSTP | PPTP | OpenVPN L2TPv3/IPsec | EtherIP/IPsec | SoftEther VPN

Microsoft Routing and
Remote Access Service

O O O X X X X
(Windows Server (Z f}
J&)
Mac OS X Server @) X O X X X X
OpenVPN X X X @) X X X
Cisco 10S O X O X O X X
NEC IX Router OS X X X X X O X
11J SEIL Router OS O X O X O X X
PacketiX VPN X X X X X X O
UT-VPN X X X X X X O

BIAEIZ VPN S — LT R DI 4 707 a7 T ANFEIEL TODH, sl Td VPN 7k
LN ERD 1 DD VPN =70/ T A TTRTD VPN bV S L THAH DL 1 DB IFELAR
W,

31 EITRARZIDNZ, 2 1 DT E R —FTIUTRWEN) VPN 7B W FIELZRN 20, Ry kT —
JEHEIT 2 OLLED VPN Zaba 2R —h T 50BN HD, TDT-6, 85D VPN 7ahaL PR —k
THHEAIT. D VPN — 70l T L& R T 20 ENE TS,

3.3. #E80 VPN - N\D'0YS ADEHEDE

PERTFIETIE, 2 DLL ED D VPN ZahaL a2 D VPN 77 AT U T 2 8A ANS O &[RRI YR
—NTARERHLGE . FNENOD VPN F bR —h 4% 2 5L ED VPN $— 20l & ([THEEEL T
[f—D Ry NI — 28357, 2 DL ED VPN Y — 7 ar S A5l ST 1 50 VPN — %4
T DDDONT DD FIEZRINT M ERH D,

7oez1E,. 2 BD VPN 7747 h3d0, 1 H B Windows TH5H7-8 SSTP T, 2 & HiX Mac OS X ThHD
728 OpenVPN (L3) T, 1 HB® VPN H— NZ[ERHZHHE L 72\ AR E T2, 20856, 2 O 5 D
VPN 7' uhaL PR —h9 5172 VPN — 707 T4 (K 11) [ZFEELRWZ6, 2 FiEO VPN
— T us T LEFRIRHE AT 208N DD,
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| Ideal All-in-One '
VPN Server Program |
SSTP VPN Client

|
| I .
SSTP (e.g. Windows)
i “
| |
OpenVPN
-

A VPN Server
Computer ~ Such a VPN Server Program

doesn't Exists
OpenVPN Client
(e.g.Mac OS X

X 11. 3D VPN 7aba/ViZxt s LIz BARR) 22 VPN S— "7 s'J A

2 FE¥HD VPN =70l I 520 1 F T O, 65 2 B0 VPN — S CEIESE L2 LA T HE
H5, 12201E 1 BHOY— RarEa—H(ZiE SSTP D7-%|Z Windowxs Server 2008 R2 - CTEIET S
Microsoft Routing and Remote Access Service (RRAS) Z A Ah—/L 3%, $9 1 5OV — "a ' a—H (2|
OpenVPN D712 OpenVPN Server 711275 LA Ah—/L4 5, ZDIINTHIE, SSTP 7947 ME 1 &
Ho, OpenVPN 77 A7 T 2 5 HD VPN — o Vo — R ENE ST AZENTE S, 2 5D VPN
NI 2 — R T EB AN LAN (8 S QiU ER2 o VPN Hh— N IciEgis iz VPN 7
AT NMINTIBFEN LAN [T 7 BATE, £z, VPN 7747 Ml Eb M AICEE TE 5,

72720, 2 BLLED VPN Hr— oo —2% 35 FIETIE, MEICa U B 2 — 2 OB BAEEE V.
BIRY, av Ba— 2 RKROaXs FEHaxh ZNENOa L E2—2HIC VPN #iia b5 5720 0 IP
T RUADIAARNRNELL 2D,

FRUICEITD 2 5O VPN H—_ara—20%EEIZ 1 50O VPN H— o o —2 | ENTHZE030]
REZR S B 113D, 1 B0 VPN Hr—r_a o —2 ETHED VPN Y — "7 mr 7 2 FRRFICEIES 52812
KO, = ROEHNEKTE FHFHZITH IP 7RUAL L ETREVDTZD, AR T HIENTED, filx
I% Windows Server 2008 R2 | Cl3 Microsoft RRAS %, OpenVPN Server &R REFIZA L AN—/LF BT ENTX,
Eu\azﬁ%\bm\f:&) [FIRFIZALE 223 T&ED, ZL T, VPN =R Ba—FND IP L—T (7%
WUNCRETHILITEY, 2 5D VPN —_a B a— 2 0BT 5 T REFEREORE R A 1 50 VPN $-—

g 1—5T%ﬁ‘fé_<‘:75>f%é (= 12),

72771 é\@*f—/i‘:yt"f—&ﬁfﬂﬂ# ICENESEDZ LN TEARW 2 DL ED VPN 7ahaL & RIS
FERT 22813 TER, 7oL 213, SSTP H— SO EEIZIE Windows Server 73 LEITH 573, L2TPv3 O E)E
(21 Cisco 10S ZD/L—HEH 0S MULETHD, ZOHEITLTHREE 2 BLLED VPN — o Ba—
2 (1 BliE— ki va—4 69 1 BlIN—FEFHAN—RT 7)) (0BT 20N H5,
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Two VPN Server Programs
Run Together on a Host

Microsoft RRAS

sstp | PEAN SSTP VPN Tunnel 1

Server Function SSTP VPN Client
(e.g. Windows)

IP Routing 4 /
Between Two |
VPN Servers :

!L_

A VPN Server
Computer

OpenVPN Server

OpenVPN S o OpenVPN Tunnel D——o E
Server Function

OpenVPN Client
(e.9. Mac OS X

X 12 28D VPN —_"7FurSh% 1 BOa A o—F TEESE T OSHE T 7455k

3.4. BEOA-N-\YROFEE

1 BD VPN —_ar bt a—& BT 2 D25 VPN Y — 7107 T KA RIFHZEMES Y, 2 flEHO VPN
IIAT L IBOD VPN By ial ZEIRHICAEE T 2556 3% VPN 27247 M OBIE I, s T L05:
RAEMZ DECA— =~ R 4T 5 (K 13),

1 > VPN H— Tl I A2 2 5O VPN 7747 IR L. VPN 7747 > M Tl M 1o b5
B2 KD VPN By ar oy b7 —2 O ELILIE—O VPN — 7 8ar 7 A07 0t ANTITH
o, ZHUT7 m e AN D [FE—ORIBAEY ZEMICE T HHMARAE) 2 —ThdH, A —D I,
VPN H— 70T hDa—R Rz LRTHILICIVENIT 52 LL T EETH D,

—J7. 2{HD VPN H— Tl I NIZNEN 1L BT D VPN 74T IR L, VPN 7747 2 Mi] Cid
BOMTONDLYA . 2 KD VPN v arBlo " ry s —2 DT ELOTHI1IZ1E, 0S Ofeftd 21 —7 ¢
VTREREET T Vo U TREBEIC K TR &I D, 2O, — 5D VPN =370 T L8 VPN 7547
MPBZ -T2 IP 23y F721E Ethernet 7L — A% RAERY72 L2 7 /3A4 A (tap 7213 AE LAN 1—FK) &
72X L3 T8 A (tun E72iX ppp T 7 H) AL THEEIAL, OS (ICHET 2812705, OS 1 HRAE L2 7 /31 A
F1X L3 TARAADS N S TR B — IV ND P )V—T 427 £7-1% Ethernet 7V o7 /I A2k
STHI—HDVPN =Tl T LT L8 D, ZOIIRBEHEIR L IRIZITA — =~y R AT D,
Zut AL 0S EOM OB RAMZ DERICAT) A =N U 54T 5, £io, OS ITH LT3y b B IS4
PTURHAEDFE NN EThHS, ZL T, ZITEVHIO T aE 2% 0S MHDOF LSy hOF|#E 5 R T 570
WZHERIAD AN MEBEATIN, ZDOIORFEHIE AN 35720 DA — /"=~y FH AT D,

L7edoTC, 2 DU EDFD VPN h— 170 r T 0% 1 A0 VPN H— oo —2NTEESE52E
%, BENT A=~ AEBE T HERE TR, BE N7+ —~ AME T, 222 1 50 VPN #—
a2 —ZTHEED VPN 7abhaLa R —h 3587272 VPN VAT AR Th 5,
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SN \/PN Tunnel #1 §
VPN Tunnel #2 §

VPN Server] Progranl VPN Servell Program#?2

VPN Protocol #1 VPN Protocol #2

User Mode Overhead Overhead

Kernel Mode

tun / tap / ppp tun / tap / ppp

Overhead
IP Router/
Ethernet Bridge

A VPN Server Host PC

X 13 2fEDHI % D VPN Y — "7l T LB OBEIZ—/S—~yFRELETD

3.5. VPN @ EJN—-JTRODEED A HE

[f—® VPN Zuha DLz T 5561, BHEEITREI V-T2 ERL, Fl—0@E 7 v—7I120
JBLTCWA VPN 7747 M CORBIEETFAITHIENTED, 722X, L HD VPN h—_a B a—4 N
T 2 fl® OpenVPN 4)“~/<7°D7‘7JA%WH? ZEBEIL, 4 5D OpenVPN 7747 hd9bH 1 HHE 2 HEMN
OpenVPN #—/ 3 #1112, 3 A HE 4 HHD OpenVPN H— 3 #2 12 VPN #3528 TED, ZOHA. 1
BHE2 BRITHEAL _:_1.:*@’5\3 EHEAGHELMAICEETES, 1 ERAL2EH. 354 ERIZZN
ZHBET N —THRERL CD, BARDIEE7 NV —7HOBE T U TER, ZIUZED, 72E21X 1 A0
VPN H—_asta—4TC, 2 2L EOBHO ST L CTHWIC S BESIVE(E M T X 2V EDNMRFES D
TED VPN Hr— e a2 it 523 TE 2,

—J5.1HE®D VPN #—,aE=2—4T OpenVPN 7' h=z/L b L2TP/IPsec 7' uh=/Ld 2 FFHO 7 ahai %
[FIRFIZ AR — R 572012 OpenVPN H— "7 mr T hk L2TP/IPsec H— 7' 1) A% [RIRFICEIESE, 2
15D OpenVPN 77 A7 /A% OpenVPN $— 32, 2 50 L2TP/IPsec 77 A7 > k75 L2TP/IPsec $—/MZZ 4
TN T DIRBER B 2 D, ZDEE, OpenVPN 7747 L ML & L2TP/IPsec 7747 L Ml Cilfg 7 /v —7#1
%, 0penVPN 77 A7 2 & L2TP/IPsec 77 A7 > M2 TllE7 Vv —T7#2 ZHEpk L, WIE 7 v — 7 oi@lE
IFEEIEL 72 A 0385, L)L, 3.4 Tik7=X91Z, OpenVPN H— 717 Z AL L2TP/IPsec H— 3L D[]
D hOZIFPE LT OS OIS 2 IP V—T 4 T REREN MBI T 5, Windows <2 Linux 72 OFEHER
72 0S D IP )V—T 4 TRERBITH— DAL AR AL R, DFED, 0S W THEED 1P )L—Z AR ERR
FTHILNTERN, D72, 2 D OpenVPN H— 3717 T Lk 2 [EOD L2TP/IPsec Y— 70/ T Akl
72721 DD IP Vv—TFT 4 TREREEE L T 7 SNHT LD, T D&, BileDil(E 7 /V—7"T]T IP 13 z’):
TETLEW, BXa T4 ZHERF T 5283 TERV,

ZO%A OS O3y N7 4V 2H%EE (iptables 28) 2 HWNTC, 2 fE > OpenVPN H—,3& 2 {E# D L2TP/IPsec
P — NEE 4 EORBI O tun A2 F—T AR (11X ppp A F—T =AR) BIO/T T ANEV T %AT
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W, BARDBEI V-7 IP BEEZEEIETHIEEIAEETHD, LL, 2 DOBEI V—TTENZEIE
FL7ZW 1P 7 Ry NS BEE LTS BRI AR 25 1ED 720, OS Mt d2 IP L—T 1 7 HEREIT
1272 THY, ENENDRIE L3 A2 F—T = A AR TEHMET D IP Ry NI — I DFET DA I TIELLH)
TEL720N,

ZDIHNT, EED VPN Y — 7100 T DA G R TR T 2856 VPN 7947 M3 nis 7 v
— L CTHEWNCIEEZ R ATREIC T2 2 81%, BIED OS OFSRE TIZEEL W, AR~ (VM) ZHWT
1 BEOaa—# EICEEED OS ZEfESE UL, OS DTS IP v—T 4> THEEED A L AN A% EhE
SHELIENTEDLN, WBEZN—7O8IET VM OERLE OS DEBISLELLRV AT A HE L, Flo—EHE
MEZRE PN ML BEL IR D,

1 B0 VPN Hr— ot a—# L CEWIGBESN B OEE 7 NV — T2 BT 25818V lfE
TN—T DEPRKEERSTZGETH, BRI THE T VY =AD&V IRWHTTZ72 VPN S AT LA
ETHD,

3.6. 1—Y3BEE. NIy MNI(IVIERTE. RUS —EREDIEHE

BHORILD VPN =T ar T L@ HT 586, CNEN0 VPN — 70l 7 5 Ca—HFRGEDK
EEATIVENGHD, HDHEEN L2TP/IPsec T OpenVPN T SoftEther VPN Th kL T D AREME B D
Bt Xy N — 2B 1L 3 FEEO VPN — 70l T MIENTEN YA B O T HT U M ik TR
E)bD, (72721, Microsoft RRAS <> SoftEther VPN % RADIUS #FEAIEE7- 13 Active Directory F8GEA Y7 —h
L5728, RADIUS H— %7213 Active Directory K AA & HE T HUZT U b gL 1 BT, L
N, PRRE— NOBREDTZD DIAARNN K E LD,

F7o. VPN —NIZEHEL T D VPN 74T U RPMTHZENTELE(E 7 aha/ v OfEE (R —MEE5%)
565 (IP TRUVREE) 23272800 ry N7 420X 2T 4RI — 2R ELT-WeEXHGE . £
NHDEX 2V T 4R ED FIERLFESN TOD X 2T BEREIX VPN H— 7' ar T AOFEHIC L > TRE
SHE7en, 72L %1% SoftEther VPN [ X— 1727 7 AT U 4 — WVICHETE I T D IO R B RNER A E 0T 72
UANMEREZ A L CUD28, Microsoft RRAS (X HLH7ZR IP /3y b7 0 L Z LINGEEEL TURLY, OpenVPN (12132
HEH TN T VS ORSREN IS BB ZFF Al T D2 EMNTEDSE IP 7 R R ET HIENTE, -
VPN 75 A7 U NRl L OB(E 27 Al T 2028 T 20 &% ETHIEN TIXHREE THD,

ZOIINT, Bipd VPN 70l T A TIE o b7 AR X 2 TR — DR ENH— T&E 7, T8
BLICXDBERED D72 D | Ry N — 7 B MR LT AU b7 il EOFRBEE K35 (K 14),

YRR, T RT A NVHETE RV —REE — i kL, VPN 7' ah=L OFEIZ) 05T 1 R
EEATZATHE L IO2RET-72 VPN AT ARLETH S,
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Microsoft RRAS

o o
® i SSTP
User A User B User C Server Function

Same Users

Register

VPN Server
Admin

Register

OpenVPN Server

e = 2 OpenVPN
TP i

Server Function |~‘
User A User B User C

e

A VPN Server
Computer

X 14. 8D VPN b — "0l ALTENTN—FEBEDVLEN A CER S EMEL

3.7. Y oK, )Ny bOJHRED B E|ODIRE

VPN =7l 0k T8 N7V a—T 0 VSRR IER AN BIICH B 57-012 VPN 3
S AVA=Y A NN NN YAk WY = o X B AL YN ST

Flo ARFERE T a— 43Xy N =T 056, Xy N —7 Laiind My hon 7zl LT
TAARTICEBLU TR E OO FECH MDA LT ISR LB L7 S T2 5512 M RFOHE(E 5
BAERGET DZEMTEDINIL TEIMENH D, ZOLI72H MBI o B a—F T3 D7 A LT
NTCNWD, AL a—F - THL P IR FEBRTH-00 LT MR Xy N —7 Fainb oo
TR T DB SOV T N = T IS AFE T ZNHDOLEE TIIM Bk N — 7 EA L OKE 1L
&7z VPN 7o hd_Afn—R e & ten/ B R5ZENTER, VPN 27y houZiE, VPN — 7 ns's
AZEo TR ESNDMER B D,

BRI D VPN =T 0 s J La@ AT 586, THEo VPN h— "7 ar I 53113507 07
F—~vMIELERD, 7282 1% Microsoft RRAS % Windows DA =X a7 2% LT/ % Ex H 4, SoftEther
VPN |7 F AT 7 A M7 e EEZ T2, syslog TiEfE T 502 % 3R $%, OpenVPN [L7F AT 7 A /1|Z
nZ % EHE T, FACINTTFANT 7 A/ NEESHINLGH ThoTh, ZOEARCRHITR D, 72
EZINE BRBARVIRRELIZG G DOIHFY NI — 7 EBE OR Ty bVl T DR ATV T NV
L7zWEEB ZHGETH, TN VPN — 70l AR 3207 O EEFRTIIE KT D0 A
L5,

7 OERED VPN H— 37075 KMk~ THZ2 %, Microsoft RRAS <° SoftEther VPN X, HIf£D 0S D=
FEREICHE ST Y (HARGE OS ThiuL H ARGE, 55k OS ThillFss) M) T&d (WIhb, 7 0F
FEAEETHIEIIR G THD), LinL OpenVPN (FHEEOR T L SIL72W, ZOHE . T ITHARAND
K b — 27 BB 1T Microsoft RRAS <° SoftEther VPN 7 I FRfiEL o4y H AFE THi 4, OpenVPN D1
TR GT REETHO LV EWIRNAE R LT LG8 0 DL, ZOHEIEY 7 =T IZL>Thite 2 e
WTELRT DOFFENERY, B EREBREGOAMNPRERD (K 15),

BT, AT 22N T OfE S VPN V7 kY = 72K - TH72 %, Microsoft RRAS <° OpenVPN (3,
NrohaZE T HIENTERN, 72821 VPN ZfEH LT VPN 7747 3N LAN 2L T, $5
VNI VPN 7747 U NMERTLU CARIEZRIBIEZAT T2 ZENBMBR T LIZGA . 2y ha s et v
BB LT VPN 2 —F OREN R EEL /252 L35, SoftEther VPN (33w ka7 & )52 R T,
HALTzvwaZ OEZMNICHEETHIENTES, 24T SoftEther VPN, Microsoft RRAS LT
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OpenVPN @ 3 FEFED VPN — 7 al T AR COD5E . Toe 2 X NEIT 45217 LT 2N DL
N, Xy baZ 3 s TLES SoftEther VPN 7' b= L 2 197, X101 Microsoft RRAS TH7AR—hk
SN TS L2TP/IPsec F721% SSTP Zfli 957>, $H25W L OpenVPN Zffi 920 & B IXIFIZER L, H &
DARIEFT 2 DIk CREL A CTED TR SR WNIIICHER T LN T&ED,

ZDIHNT, v DBy ha s OF EDSHET 85D VPN Y — 7' 0r T L% FRCER 528
IE. Ry T —7E BRI DAV RS H D,

SoftEther VPN DI E By b7 % M 17 HRe2 A L, 2> VPN 7 2h=L OFEFAIZ )b 5T R
FENH7 OEXSLEFENHE SN TNDL72H7-72 VPN VAT LIS EThH D,

||||'J

Microsoft RRAS

Log Files
SSTP
Confusing of MS-RRAS e Server Function
-«—

\ OpenVPN Server
VPN —| . OpenVPN
Server — Server Function

Admin | og Files

of OpenVPN
A VPN Server

Computer

X 15 VPN H—FusSLZicHAhEINsu s 7 7A VOB ELRD

3.8. VPN 9547 A IP 7 RV ADEE DEMLS LT IERZIRDET

EIRHINBAN LAN \SE RN T 7 AT HIENTEDVE—RT 72 ARID VPN h— BRI 555
N LAN ETHERASNTHD IP TRV ALR—OH 7 X M@ T 5 IP TRV A% VPN 7747 MR T
BINZE Y THMERDHD (FFIICEIV Y THZEL ARETHLHMN, BHENE THEHEITRY | Fon DL
TLAMFIBIEN VPN 77 AT U NMEERRY IP 7RV AZED Y THZLIET RLADOF| AR DOIK T4 #<),

D VPN =7 ar 7 A RIRFGER T 556, IP TRV AOEBEOEMLE, IP TR AOEHIHID
BCIZBITLHHERAEOK T RRMEERD (K 16),

N LAN TIHE— AN T TFAX—K P TRV AME SIS, 7 TAX—KIP TRLATH->ThH, TR RZE
fl %h IERBIDIRNGE DD D, T2 ZITLIATIC 192.168.0.0/24 W)V 7 Ry b THN LAN ORESEA B
LTS 6 EDRICZOY 7 Ry M R T 20T, A ICEo TE T R TORY N — 7o B a—
A D7 Tféﬂf%@%z ERDVRERIT BT D, if_ 7z& %1% 10.0.0.0/8 D—EDH7 o Mt 35 &

INCT RV AZFEFLIZWEB ZTZGH TH YD Xy N — 7 %F IS O FIZIZZRE D IP TRL AN
192.168 TIEELL D LZAHT RNV OIS D N DH D, ZDTsD T TAN—KIP TRV ATEHIN TWAHFEAN
LAN Tho>Th, LD Ea—2NFEL, £12250D VPN 7747 L MREIRFICFEN LAN 2T 7 EALK
VLT HEEILIP TRV AR (EHEE) 2 CEA1ET DLV TH D,

L2, VPN =70l T LS TIP TRV A% VPN 7747 MR L CEID Y CT5 HEITEE % Th D,

Microsoft RRAS (XL VARNZ T O EFRL T IP TRV AT — )L OFFHNS IP TRLUAZE Y CHE
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VWO THD, T IP TRUAT — )V EEFHZT H-DIIE, D R THXHIZE LRV IP TRV A7 By
RO TEIMENGHDHD, 722 21F VPN #5tL CLARTBEMEDR S D7 T7AT U M3 K 100 B2 HE0N-T
128 DT 7% 7 — VIR EL ThH, 10 BREE LD VPN BEESIUCUOZRY IRRE CTIEAIH I 10%A00H &
720 BNEDIE N,

723, Microsoft RRAS (2 DHCP Yoy = — = A Ah— 4 T, fEN LAN ICIEETAEEFD
DHCP #—/ 305 IP TRLAZED Y T, Z ik VPN 7747 U MIHEIN Y TTHEVIZEL AIHEL /2> T
%o LU, ZOHATL VPN 7747 2 MR L CE LT E R/ NR O[S D IP TRV A GREIL 1#) %
DHCP H— N\ ZHER T HD TR, TOHEREL TWDRIREMD B D VPN 7747 MO [RIRFHEi5 % RRAS
® VPN H— TR E L, RRAS 232D K727 T8 DHCP — 305 IP TRL A THIL CHUG T 5328 L
2o TNWDD T, IP T RUARTS — LA 3 25 1EL R LU CRI 2RI TS 0 E DL,

OpenVPN DOEIT RLAEIN Y TIE, IP TRVAT — VAT 57 ELFIELZ2 D, Lo, Windows filt
OpenVPN H— 7 ar T AOFEIETIT, L HDOIF7A4T N IP TRLAZ T — L NHEID Y THEAIC, &
Gt 4 EH DO T KL AV E T k> TD, 580D 3O E DT RLALERT2ZENTE RN
720 IP TRV A7 — )L N O FZh SRt R 2SR,

SoftEther VPN Tl&, VPN 27747 > ML THN LAN (ZBERR D DHCP $-—/3705 1l IP 7R 2%
ZRLZD IP 7R AZE0 4 T5, Microsoft RRAS DEHIZ, THEED IP 7RL A% DHCP H— NI
TPRITDI7ZEFTATHO I, VPN 7747 IR EERU T 1 #7972 DHCP #—/3 ED 7 — /141
9D, IP TRUADME A= ITHRL B,

DI, BED VPN H— T ar T AT IP TRUADE Y TOHA AL RN R Ry N — 24
HEITENE DA E LSRR T O ENAELD, 2L T, HD VPN 7747 MO IP TR AL L THAE
EDIP TRLAREI Y THILTWDDONEIR T H720DI2, ZNZE D VPN — "7 arJ aoar/ Ziid L
720 IP 7 RUVAT — VORI A BB L 720, DHCP $— "OEIN Y TRIAZFIE L7203 D8 o 7o EEDR
WEZI2 D,

INODOEHAANMAR TS D720, 5D VPN 7'rhalzH0D56 ThoTh, IP 7RO EED
BCIIAEN LAN RIZBERR O HL—D DHCP H— NC—Jt b 52N TEDLHT7272 VPN VAT ADBLEETh
Do

Mlcrosoft RRAS

SSTP
Server Function

Duplicate
IP Address Reserves

B 16 D VPN Y —_"FarFL2LIZ IP TRVAS— L2 FRT 5728 IP EHSIRMMET
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BAE G

% 3 W CIX, #H5kD VPN 7aba PR —h925 VPN — "o B o — 2259 5720128850 VPN
P NER IS OY THEHT 2 EOMBE R E IR T, 5 4 FBCIXINEMRIRT 5729012, #5kD VPN 7’1
L% LE O VPN 7 a2 E L TEREST L5 1EZR R L, £DLO72 VPN =T 07 AORETE1T,

4.1. 8 VPN Y—-)\J'ONI)VZ 1 EOTOEATEE

D VPN 7o b Ui $ 57250, 5D VPN $— A7 05 L& FFIC 1 B0 VPN H— 32 Ea
—HCIES A, TR/ TAED Sy hOZF LS 05 2L CRIBSNAI LI A%, ZOBT
RAA DA —/ A=~y &R B FETIELL T O 2 5072305,

A& 1. 1 E1-YE-RIOCAICFEDDHE

0S N L7237 hOZIFELIC L > TH— =~ R AT RN L, 0S OFFD IP Lb—T 107 F21%
TV TRERENFFOF 2 — Ui/ FEET L ERDHY, OB AL —F =R D I — RV E
— R A~DOERBRCAT AL —Z BT HI LN TERN D ThD,

1 HOTrEANIZTXTOD VPN 7Bh=2/L 0D VPN — SEEEEA L AADIE, B72% VPN 7 ahaL ¢
Ny RDOZFELREAELTZELTH, Ty DT —2RKIK T2 —PF—RDATYZEFNTO IS 1T
S, ARV — DR — VB — R~ OB OB 2 i/ MBI 328N TED,

& 2. IRTH—RINE-RTEREISZSE

BED VPN =Tl T8k 2 OTar T 5 (I—FVE—REDa—/L) ELTEEL, TTH—%
NVE—RTEESE D ELHD, ZO%H ., 722 0S OIS 2 IP V—T 40 7 EI213 7 Vo JHER H
WTC VPN =Ty I AR TT =222 T ET A ThoTh, 22— E—F | I—FVLE—RHOER
FFAELRN D | A — =~y RZHIET 52D TED,

T RCOT 0T T LI —F)VE—RTHEET L HEIL, Windows Server @ Microsoft RRAS V77 =7 C
BASHTUV%, RRAS I3 L2TP/IPsec H—/BEREFS JOY SSTP - — S RE O i 5 242 (kL TD, 20D 2 DD
P — NI &2 DT T THELTEESH TS (L2TP/IPsec H-—FREIE Mrasl2tp.sys] . SSTP ¥-— FREIE
lrassstp.sys| LV B —R/LEY 2—/L ThHD) 3, [l 7 —F/VE—RTEIFEL . Windows OFf> IP /L—
T AT AZ G IH LT —F T — RN CEEE RSN T D,

L, PRI 55T — VB — R CRET LG GO FE3m<20, £7- 0S ZEITHpn 540
WL DT D BAMENME 3%, [FAl—D%RFD 0S ThHoTh, N—Var BB UXEEL /<725 mTREME
Wb, ZDIH | AR TIIA— RV E— N TERIET L HETHRALRnZ2icL, 1 fioa—FE—R7n
BRZEEDDFEEZHND (X 17),
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All-in-One VPN Server

Supports various VPN protocols.
SEVPN OpenVP Ether|P MSSSTH L2TPB

iPad iPhone
i i Android Tab Android _
—_ - it Windows RT  Windows Phone Cisco VPN Router

L B ] e

Supports various VPN client devices.

X 17. AFZTEETS VPN Y — ATl a0 E

4.2. Ethernet Z3EBD/NAEUTHEA

ARFFECHEIESTHEH L VPN — 7 07T a0L, 3.1 8iDFRIZHD PPTP LIS DT ThD VPN 7'rhaL
Y R—h D22 AELT S, ZH0 VPN Fahalodilid, LAY 2 (Ethernet) 247/ bT5LD
L LAY 3 (IP) b7 BT 2L OO 5 AREL TS, HLu VPN — 717 A%, LAY 2 VPN
Tah L CEHEL TEC0D VPN 77 A7 R LAY 3 VPN 7L CREGEL C&E T VPN 7747 > b
LD OIBEZ EBLL 72T AUT 725720,

1{ED VPN H— 70T AT 2 D VPN 7' ahaL a2z R — IO T 254, o7 arkarohr
TR BRLAYDFE —ThHUE, D 2 FEHD VPN 7747 MEO@IE DEFIIMHTHD, -2 1E
A% 3 (IP) [ALTHIUL IP V—T 1 THGERFZEEL, LAY 2 (Ethernet) [Fl L CTohiiE Ethernet A1
THERER FLIET D, T LT =T A T FIF AT U TR e 72D VPN a bV IR AA TR EOIC
LCRRIET UL, AV VPN 7ah=bd VPN 77 A7 2 MBI D3 "D EZAZ B REL 725,

—J7, 1 fHD VPN =70l T LT LAY 2 LAY 3Dl JS5D VPN 7 aha DI 4T U RNRIEL,
HWBETHIENTEHINTT DI, W VPN Zahab DL A& iSO 5HETHY— 5D
VPN 7B ha/L DL AVIZEDERITIUTREIRN, ZOT2DIZLL F DO FIENRE 2 Hib,

5iE 1. IRTOLAY 2 (Ethernet) JL—AZABBNICL 1Y 3 (IP) Ny MCZEIRTS

VPN H— "L AF 2 @ VPN 7'abha/L D777 MNrbszfg LT Ethernet 71— D7 bV OFEFEAN
IP CTHLHG B DI T L — %52 FAF1T, Ethernet ~Z ZHIFRL THE O IP /7y e B HEIE, 20 IP /X
N DL AY 3 O VPN FBhaLDIIAT o NIFDEERESTZENTESD, > VPN bzl d sS4
T U R T IP Xy NI, Ethernet ~y X ZDAHTTLAY 2 D VPN Z'abhaL D747 Mk
FT52ENTED,

ZOFEORFRIT, BIENE L ThHRTHD,

ZDOHEDREIL LAY 2 D VPN 7747 U Ral = THh-Th IP 27y hOEE LN TERLIRD I THD,
Ethernet - CENMET S IP LSO T ahaL S T& /a7 D, £, IERHID Ethernet &2 A el L2t
T o8 M VPN Bet A T&7e<l7r b,
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5iE 2. IRTOL1Y 3 (IP) NoybhalL (¥ 2 (Ethernet) JU—AICE#TS

VPN H— 323 AF 3 ® VPN 70ha/L DI T7AT U NPBZAE LT IP /X7y NI I—0 Ethernet ~vX %
43U, 20 Ethernet 7L — &L A 2 D VPN 70 ha)L DI TAT LV MIEDEEIET LN TED,
fthod VPN 7' ahaL D77 AT bz Bio 7= Ethernet 7L — A7 51%, Ethernet ~yZ ZHIFLCLAY 3 D
VPN 7'Bhav DI FAT U NIERFTHIENTED,

ZOFFEOFR L, BE FTRE 7 a b L OFEFEN DN ETHD, LAY 3D VPN 74T NI IP X7
Y RUIPESZAE TERVS, LAY 2 O VPN 7747 U Mal£iX Ethernet ECTEMET HEEO T ahaLng| &
=R HATRE Th D,

ZDOFEDR BT, FENEREL D26 ThD, 7282 0E, VPN — MDD R7Z5E6. LAY 2 O VPN 7
FAT L MIIE MAC 7RUZNED S THILTWDA, LAY 3 D VPN 7547 MZiE MAC 7RL ZEWH1
AR, Ethernet 71— 2% VPN H— 3035 8)72 VPN 7747 MR L CZITIELT5729121X MAC 7
R 2% LU Ethernet A1y F L ZEMWER M B THHT-0, LAY 3 D VPN 7747 L MZHRABR7: MAC
TRV AZE| Y THVE DRSS, Fi-. IP % Ethernet £ THEHT57-0121L ARP OEZEDRMLETHLHD, L
A% 3 D VPN 7747 ME ARP DEZAEEATHR =8, ARP OIRAER VPN H— M CEHEL 54 B0
HD, THb L TWALAY 30D VPN 7 aha)LDIFA T 2 hOEESY AARABRZ2 |P A 7 DAV RS
VRAERAER T DB B D,

5iE 3. L1¥ 3 (IP) @ VPN 9547 a1V 2 (Ethernet) @ VPN 9547 MNalX &S
BEL. L1 VRIZIBHRES 1- ) THEERTS

LAY 3 (IP) @ VPN 7747 2 Mal LI3HERk DL A 38 VPN — SDISCEEZ IP L—T 4 7128 ->T
Ny N T EL, LAY 2 (Ethernet) @ VPN 7747 Mal LI ERDL A 3 8 VPN H— 3D IO 2B
Ethernet 21> F L ZIZEo> TNy M2l TS, £L T, LAY 3 D IP L—Z3L A 2 @ Ethernet A1~
WL CEEfE L, T X TOLAY 3VPN 7747 U R fRFE LT LEO MAC 7 RLAZFFD HIERHD,

ZOFFEOR S, ik 2 LRFRISEIE FTRER 7 B bV OFEN D228 Th D, T2, 715 2 TIdEE
L TWDL AT 3 D VPN 7747 2 hNORETETARARI 72 1P RS 72 AER T 2 BED 53, ZOFFIE T
FABRY72 1P R 213 A 3 D IP )L —E DL A 2 O Ethernet A1y F 25 L THERE 9550 L {HDOHTHE
AN

ZDOFIEDR B, FEENTTE 2 TOLBMEL e D FIREME N HH L TH D, M/ oy OZIFELEITHTE
T THIUTFEIEITZUIE LIRS EIIZRN DS | ARAFZE TR LIZNEE 2 TWHIREEL T, fhiZH /X
ryhaZ @b L7z "y T AN EREF 2T ARV =R E DX 2T 4% TD VPN 7747 b
WZXLC VPN ZBhabiZn bbb — L CGlE A L2 L7e W W BRI H D, 3y MO R HALER L T
AV 2L AY 3D 2 FHOEY2a— L EHETDLHE, ZNOLDOEX 2V T AT T Yy ME=2U 7 W
T o A%E 2 A ETL2MENELD,

ABFFETIE, LR 3 MO HIEOM R ER RaB B LR, FETHILN TEOMEEN I ZL, 72D
FEENHE THDHIE 2 WD LT 5,

L72235TC, VPN H— N2 AEAY7: Ethernet A1y FZFfH | LA 2 ® VPN 7'1h=Ld VPN 77147 |
DER L CEXT=BA13Z D VPN 7747 MaAlAR Ethernet Ay F (B + 5, LAY 3 D VPN 7' ih=
LD VPN T4 7T e L CET-5A 1. IEREAR Ethernet A>T (285t 3 HZ LN T2 [EIZ
LAY 3= LAY 2 DL AV AR E 24 AL CRAE Ethernet A1~ F 128545, ZDXHIT, AR Ethernet A
Ay T, VPN 7747 hO 7 a bV ORI O LT 5 I8 H O VPN 7747 2~ L A 2 (Ethernet)
D VPN 7747 LT (K 18),

AWFFETHEIES D VPN — 37 17T LD Ethernet A1 F DI L% AR HUB ., 548 HUB (%L C
B EHERE SV COD VPN 7747 2k LE T DIk L CRAR HUB il TS AL IRAR R 72 Bt AR — R TVPN
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TyoTar | LRSS,

All-in-One VPN Server

Virtual Hub (Software Ethernet Switch Module

. 3

.

Pass Converted

Pass'As-Is"

§ uoissas NdA

L2-VPN Protocol Module
(e.g. SEVPN, L2TP\B, etc.)

Ether Frame

Convert to
L Ethernet Frame
User IP Pk

Ether Frame

-VPN Protocol Module

X 18 L3 VPN Zuhabix—H L2 (Ethernet) IZLAYEHRL THLRAE HUB TERYVES

A
Decapsulate

Decapsulate

—
»
<
o
pd
_|
VPN User IP Pkt
g
=}
— A

l Encapsulate ; Encapsulate

=
@
<
o
=z
_|
c
=
=]
@ @
ap a»
| ! Ether|User IP Pkt
= User IP Pkt
LR\

L2-VPN Client

|
|
¢

VPN |User IP Pkt

A

L3-VPN Client

4.3. {RFR HUB [c&F3L 1T 2 VPN y33> ik

AR HUB (2L DL A 2 D VPN By al DEEHSILTODSEEIE, AR HUB (38473 Ethernet A
Ay FEFEDAATF 7 EETTH (K 19), VPN £ aZEIZEETE MAC 7 RL A58 L, &5 VPN
T a7t Ethernet 71 — A% {RAR HUB IZX L CEELID ELTZH GBI, 2D T —LD%E5E MAC TRLA
Z AR HUB MMEEFL TS MAC TRV RZEHFOT—T ANBKREL, —E 35 VPN Byia sl ¢
ZDTL—2EZITIET, MAC TRLAZEEHADOT —7 /VITIFEELZRWY MAC TR RAZ55 0L LTW5
Ethernet 7L —2DIGE . F7213555C MAC TRU AN T 0—RFy ART KL AD Ethernet 71 —2ADEE 13X,
BAEBGSN TODTRTO VPN Byia sl TF a—Rey Ah %, 208572 MAC 7TRLAZE O

7—7 V% FDB (Forwarding Database) &F-.5%,

AR HUB 1%, %k Ry ha 7 o r oy b7 4 V2 BX 2 )T 4R —Tp E OO B G A EERE . &
% VPN 2y alinpbilo VPN oy va sl TEEELD Ethernet 71— LD N B & fENTH3712, BLRIZ
W72 VPN By g ATkt L TCAAyF o 7T HAY 2 OO 5175, A8 HUB 13 IP ~y ¥ AR LT

N—T A4 T T HENSTZL A 3 OFRT I 70,



Virtual Hub

' f Exchange Frames $
y ‘Ether !User IP Pkt |

< C N <
o o
? Ej 7
w w
R a
IEther!UserIP Pkt ' g. Forwarding g. IEther!UserIP Pkt '
=) Database S
hi3 (FDB S
- -
VPN Server Module#1 VPN Server Module#2

. R gy = thernet — ADIRHEEITH
X 19. {R4B HUB |38k VPN &y ar D MAC 7RLR2EE L Eth T — ADAHES

4.4. {RFR HUB [c&13L 1T 3 VPN y33> ik

LAY 3VPN &y a3 A8 HUB IZE #8352 L T& 720y, L2TP/IPsec X° SSTP, OpenVPN (L3) &
Wo72 VPN Zah=L 3 MiAR HUB IZ#H2EL CE 72555121, VPN — 7" 7 I AM3% D VPN 7' ahaLd
LAY (L3) Z{RAE HUB MO ZENTELL AT (L2) ICEMT D10 DL ATV ERELT),

VAVEBERD, LWL AT 3 VPN By al PMERSIDEIC 1 E T S1ERSD, KA v AR,
XIS THLAY 3VPN By a BYIES LA B BIRICIE#ES LD,

LAY Higsid, Ethernet ~> X OB+ HIFR, ARP V7T AL | VAR AD%EZLF, DHCP V7 = AND(F
| VAR ADZAGIERELTH, ZHHOMELN T, LAY 3VPN By al L THERIL TD VPN 77147 b

A—PIIRRHS T BRAIATONRD (K 20),
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Virtual Hub

Ethernet Frame
4 A\

E( y AT

DHCP Request = ’ =
DHCP Server ARP Request L2
IP Address Pool %

DHCP Respons{ 73 Other Hosts

8 ARP Responsg on Ethernet
13<->12Y @

T ly
Insert an Protocol Converter

Ethernet <
Ethernet Frame

| Dest | Src TP
A mac l mac LD User IP Pkt

Header

User IP Pkt

VPN |User IP Pkt

X 20.L3-L2 LAY E#ERIZLSD Ethernet ~y & ZLEL ARP L33 LT DHCP AL

4.5. L1V ERIBOFIDOISA—-5¢ DHCP Y—\LDiEE

LAY HASHT . AL, BET . fRkD 3 SDARKED B D, FIHILALERIZ > T, LAY A Hagi DR > — R
MAC 7 RL AR P /RTA—H N EEND,
LAY EHL DIV LA CREE T2/ 3T A= LD IH b DN H D,
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# 3. LAYEHEDE D IP RIA—ZD—E&

—IF MAC 7RL-&
(f51: CA-01-23-45-67-89)

2=—772 MAC 7RLATHY, LAY EHas DA IREIC
S A A WTAERESNDD, — i EES =% IV EISH
50

IP7TRLA
(1: 192.168.0.123)

LAY IR IMIAE HUB N ClIG I 2 IP TRL A,
ZDO P TRUVAIE, FIHHBABENTE T LI &ITH L T&
72 VPN 7547 M2 VPN FubhaL @0 Tzl ., VPN
IIAT VDALY 2—HD TCPIIP AZ 7 HMEH$5 IP T
RLRIZH7e5,

VA ST N
(#1: 255.255.255.0)

LAY RN E T DA HUB NIZHBITD IP Ry by —2
DO ZRT, ZOFPEAND IP 7RL AR L TIZE B
ARP T MAC 7 RL AZARHLClfE 95, ZOHIFHI D 1P
TRUVAZK L TCIE, T 74NV = 7 = AZf B L CEE
T2,

T 7AWV —h T A
(%1: 192.168.0.254)

YT XD IP TRURIZKH LT IP Xy hEiR G LI E
TAHLXT. TN~ T A D IP TR AIZ%FL T ARP
R AT\, FD MAC 7RV AIZH LT IP 2y b ib(E9
5,

DHCP H—/ 3 FL-&
(%91: 192.168.0.254)

AR HUB N T ERED IP TRV A 7 Ry v A7 BT
THAIWNT = T 2 A ZRTE T DHT2DIZ, DHCP H— 2%t
C DHCP U/ AR&i%ED IP TR ADEV Y CTE%1T5, IP
TR AZ N L7 DHCP — 3D T KL A& R8T 5,

DHCP U — 2[R
(1: 240 4Y)

DHCP 7 RLADHANH LA T - L X I [RIFIZ R B S DY
— AW CH D, V—AHIRAGIAL LRI, BB — 2%
FHTAZEICIVE—D IP 7TRL A D 22— 22 fif
Hasnazeziikd5,

DNS #— 3FL-2 (2 {#)
(#1: 192.168.0.1)

DNS #— R R AP AR L > TEEMIZS RSN
BHZEITIRIN, B C& T2 VPN 27T 47 M2 VPN 7'k
LA EUTEAIL, VPN 27747 hDa e 2—4@ DNS
IIGAT IR A RELTE 5,

WINS H—/SFL-2 (2 {i)
(31: 192.168.0.2)

WINS H— SRR I A VARG Lo TR S IRE
NDHZETIRND, Bt L C&X 72 VPN 7T 47 M VPN 7’1
Lz Ci@EL, VPN 7747 hDOarv=—40D
Windows 7 7 ANV ITAT RN A RELTHER T 5,

IP /T A—4% BEICIRE T DD, LAY ERERIIIAR HUB %M L CE—&27 A b BIZBER D
DHCP #— 25 L T DHCP V7 = A& 1%(E 9%, DHCP L ARy AN IR - TE- 341, F LT DHCP
Y= NBY—AINTC IP TRV AZ LAY ARG D 1P TRUALLTEA T %, DHCP — 35 IP 7RL-2
RS THZETRMLTESG G, LAY EHERO P LIZRIGL  #:65iL oL L TWD VPN 27747 M=

T—IZLoTHIErENA,

LAY AT, BEF T Ethernet ~> % DB BIERS> ARP D1552{5 . DHCP /Xy hOEZAEE1TH, F
72 DHCP H— 3B A0 HENT IP TRV ADY —ZHARA 2N T 572 HEIRYIZU—AD F HT

21T,

R ClIE, LAY EHZRIT DHCP 3 — 2R LT, V—ASN TV IP TR ADE AL AL ThbL
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AV ERIEEH F OEEE = IS5,

ZOHFAAITED VPN H— 3717 F AL DHCP $— N2 L TS B iR/ NI D (BERRICHERL TUD)
LAY 3 VPN 7747 hD IP TRV ADESKTZ T E2) 7 AN 52 L3 TE, 3.8 HiCilk 7=, it kDL A% 3
VPN H— BB TEES TV IP TRL A7 — L O ff =R AR T R B A i 55,

4.6. LM1YZHERICLB Ethernet AYYDIEN - HIFRfB &1 ARP DiX32{E

—BF MAC 7RLAICDOWT

KL AY 3 VPN Eoia AlBEfHTbiTnDd T X TOLAYELIHEL, TN, 8 HUB ZiEL T
Ethernet 7L — A& 52 5T HZENTELINTTH0Il2=—0 72— MAC 7TRL Z%&Ff>, —Hf MAC
TRVAIE, U AF 3 VPN tyial DA HUB 12 L 1O &3 DBRIC B BIRIC/ER S LD L AP AR IZ X
S TEEZE TCITHERS IV, LAV EWREDHIRESN DB ECHEAIND, 727250 fla R EE A kT 58,
LA 3 VPN v ial D3 - IRz ik L= 55 %k 32048 DHCP 2747 M sBERX D DHCP #—
NSO NP TRUVAT =V EHEWRIZLTLEI A REMER S D728 [AIL MAC 7RUAZENEITZENEEL,
ZOWE VIO THOEBO LAY EHER P EH LI —FF MAC 7RV AZRAEL TLEIZ &P 1EL
(SR ECAEY AN

VPN 95472 5Dy b3S

LAY 3 VPN toiar 7747 Mlls 1P 7y RAMEAR HUB 12K CGEESNTZ5 G LA YA #LER
I% IP /X MZ Ethernet 7L — 22BN 5, ZOEE, #1570 MAC 7 RUATZ 4 — /LRIZIZL AV EHER D FF
S—I MAC 7TRL A& EX AT, 515 MAC 7RL A7 4—/LRIZIE, IP ~yF D%i 5 IP TR AL L TR ES
VTNV IP 7R AIZKS T 5 MAC 7R A% EHEIA TS,

ARP Q4LH

SE5E 1P TRUVRIZRHET D MAC 7TRLAZRET 2 HEITD LEMECTHL, BE Data—20 0S O
TCP/IP 2 7 DM T-TND ARP DIEZER0N—T A T —T e Te T 4T —F 42 7 eV T L L [F]
OB E LAY EMER DI TONEN DD, VATEWEHL, 58550 IP TRVARBEH OFTE TS IP 7 Ry
NMEFHN TH D G IXEHE ARP 1280 MAC 7R RAZMRIR L JH Ll xRS 5A 134 5% MAC 7R A
Z L2 \Z81F D505 T D, IP TRLVARY T Xy hOHIFASN CoHOG A X, 7 74NV N — I =A% EHE T IP /X
TINET AT =T 4 T T HUENDD, ZO%EE, T 74V =Rz AELTHRESIV TS IP TRLAD
MAC 7 RL 2% ARP & JHWTHRIL . FD MAC 7 RL 2% L2 [231F 5505615, 1@E D TCPIP AZ v /L
[FRE. LAY EHEHT ARP OB FE R4 ARP T— 7 L LT vy a1 b, $7-. (R4 HUB ICHiS T
WAIDTE 2—Z B AT ERIZE D Y THN TS IP TR AD MAC 7 R L AD ik % H3Rk 3% ARP
V7 AN AR LT A d, B HIZ ARP L AR A% T 5,

ZAHD ARP OMLERIE, 2.3 HiCik 7= 7 m¥ ARP LIZIZFERTH D,

VPN 9547 > M9 30y bS8

AR HUB Z 8 L THlD = B 2 —Z B LA Y A HAZHIED L THILTWD IP TRV A% 558 E LTZ IP T
v BT Ethernet 71— A& S BTG 18, LA PARLERIT 4 5% Ethernet 71— A7) 5 Ethernet ~v 4 43
ZHIERL, VPN 27747 L MIET,
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4.7. XoybOd. KoyhI«443, £F1VF1RUS—DILiE LR

AR HUB 1. N &5 Ethernet 7L —AIZH LT, LAV 2 D VPN Byia LAY 3D VPN &
A DOl FIZH L TUAYDIENEEEJTHIERILROEX 2T LN A[EETHD (K 21),

IXrybhnd

AR HUB (i3 b7 O IBEREZ AT D, 2~y baZ S1d, idVd /Ny b~ 285 oy A iR L C il
Bip o Dz T X AMERTHIZEL , TR ANT 7AW 1 2y s LITOFE TR T HHE Th D,

3.7 HiTIR AL, WERDEELD VPN Y — T 0T Mkl G 05 FIEOEA X, TE 10 VPN
— AT s T ATREBNZ Ay ha T ReE FEL 2T IR b, — 05 AR O FEOS A3 HUB
(v b7 REE 1 DS, VPN 7 aha L OFEEIZ ) DL T R — A D/ o ha 7 2 135
ZENTES,

Ky NI405

AR HUB 1213~y N7V ERSRE R T D, Xy N7 4 VB LI, FiiD 7 Ny RO~ 5853 A fiEFR L C
TORELT AT NI A NNE N — U DRI~ X5y DIEN—E T D55 Dy M dim E 7=
IEET 2EMEEITO 742 Th D,

P N7 4 VARSEEIZ XD | Ethernet ~v % (L2), IP ~>»% (L3), TCP/UDP ~># (L4) D% 74— L RKOA
RMAELTHIE T HIENTED, T yhaZ LR, KO FIETHIL Ty b7 v 2 iR AR
HUB IZ 1 SO & FEHET I, VPN 7 rha/L OFEEIZ) ) 5T [ — OB EAMERE S5,

TF1UFRUS -

PN NI A NRT Ny DRI LT il A HE D, AT — AR T AV EThHD, L L, BE
\ZE->TIE VPN By al B CIRREAFFHORAT — 7 V7 N A B LIZIIONREWEA LD, 205D
IRAT —RNI NI T NZEL T, X2V T R —i e 2 H5 875,

TX 2T 4R — i AR, VPN Byiar T80, 2D VPN gl PSS TNSHIEE TIo
SRS ATy ORI AR Tl & ZOREBINTDREEZ D L2, EILAED Ty hOEZAZ 27T ]
T EDE IR DAL TH D, 8FEM72Hb 0 EL T ARP Spoofing® [ 1k~ ¢/L-4 & DHCP Snooping 7
TANEIRNDD,

ARP Spoofing B IE7 L2, % VPN 77 A7 M3 TIEHL TS IP TRUAE[E—O IP TR A
DN, BID VPN Z77AT BB FICTH S BZD IP TRLAZFESTWD | EFiRT S ARP L AR A% ik
BET2EEETDTANETHD, AFFEOTIETIE VPN By a MO 7y hOZFELIT T X TRAE
HUB 7311 2 (Ethernet) D ~>¥ IBLT FDB % 7. T1T>T\5, HULED ARP L AR ZADFIEEFFEL T
LEHE. HD VPN IZTAT U RMEALTWD IP TRLZZ B D VPN 7547 L RAMEE L CllfE 1) 5 « Riit4
HIEN T RELIR > TLED, ZOXIRBEIL, B AAvF 7 HUB ELTEMET 27217 O] HUB TliX
R Bk T 22N TERW, 2T, 8 HUB @ VPN v a12% LT ARP Spoofing Bl 1k~ /14 % i
45281250 ARAE HUB DALy F L 7B 2— I 7L — AR ESNDERTT, 2O X7 G711 — L
BRI HZENTEDHINNCT B,

DHCP Snooping 7 /v 41X, % VPN 7747 873 DHCP H—/30nbE0 Y TE52 (372 IP 7 RLALIAD IP
TRVAZBFIMH T2 1ET257 402 ThD, ZOTANZZED Ry N —7 B EENEXILT IP
TRUADZ75 VPN £t L TE 72 VPN 7747 U MTEID S TH D, Ak, LAF 2 @ Ethernet £27 A M TiX
IP 7RLUAIZH BB EflE72->TERY, TEMIEZO IP TRV REH S TS EERELTZ/ —RRZED IP TRLA
TG DL TV D, NFEZHO 2 — P PR ORFER L CHE T 222 AT REIZ T 5 8972
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VPN = RZHEE LTV E1E, VPN ZT7AT UM A SO IP 7 RVAZALEIZRD TLEZHZEITEH Lo
RIBEAHR<T=8 . DHCP H— N2k~ TE Y THN- IP TRV AD & HESET-WEA 0805, ZD X578
A2 DHCP Snooping 7 4V 2 &4 F4 5,

KAFFEDFIEDY 6. ZD X572 VPN "Z//a/; (IRBEEZ FF O ML ERH DX 2V T 4RI —EREIT 1 o
DI FEIEFT TR, —EEL TLEXIE. VPN Z b L OFEEOE WIS, +_Th VPN 75
AT MR TED'X 2T 4RV — 03 A SNDZEDMRFES LD,

Virtual Hub

Secur'rty Functions

=
aﬁﬁ%% \ 2'

A
K Ercnange Framen- S

Packet User to the Disk
é E Filter Authentication f User IP Pkt 1

Security Policy Enforcer

Packet Logger

Rules Database

v

==

e

21 {RFE HUB OtV 1#85E

4.8. 1-YREIEED—cEE

VPN Fehar Il iila—H@RBIEo 7 ahaL L 872 %, SoftEther VPN @354 1% SHA (Secure Hash
Algorithm) (Zd% CHAP (Challenge-Handshake Authentication Protocol) #8&E. L2TP/IPsec 33 Tf SSTP D%
1% MS-CHAPV2 (Microsoft CHAP Extension, Version 2) %7213 PAP (Password Authentication Protocol) 7%
flE, OpenVPN D537 VT T H ARD/SAY — R & b S AL SV T v 1V & VTR 775 7 U L DREGE.
L2TPv3/IPsec 351X EtherlP/IPsec D355 13 IKE NIZII1TS ID <A —R a2 HWZREREDS — R FI S L
TWo,

ZNHDFRIRDFEFEAN = A LWL | 2 —VFRAEA AR HUB (2 —Jufb 97272912, {A] HUB 1232 —
PRIAET —H X —2%{EL, LT, =2 —FR nFtT—&/\—X%ﬁHb\’C:L—#M RAEEATOTe O DT X T 5%
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(ZXK o THED D DHILEL 8D, FRFERE RIZLL F DL THD,

HEEDIREE (FIRIR)
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WTCEEZR VPN 7' e bW KA EE il E DM T A DM EIDERBRELT- MR, DLk EioTz,
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7 L2TP/IPsec OpenVPN_L2 IPV—T4 7
8 SSTP OpenVPN_L3 IPL—TF 47
9 SSTP OpenVPN_L2 IPV—T4 7
10 OpenVPN_L3 OpenVPN_L2 IPV—T4

TeeziE, EED 8% B OMAGHETIL, ISSTPIETOpenVPN (L3) | E& A B HEDLZ LI TNND,
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A FIXHNOTUOR,

NIC#1 NIC #2
10GbE 10GbE
- -

CORITAI—Ty et

k3

3% 2. RERFFE

1% 2.1. EBXRITDTMIN

EERTIE, L FD VPN bl astg U7z, L2TPv3/IPsec 38X O EtherlP/IPsec (Z-DWNTik, VPN 75 A
TUMAELTEE RN =2 T BB TE o772 A RO FEBR TITEM LT,

22 IR N RV T DXL AY
SoftEther VPN Protocol SEVPN L2 (Ethernet)
L2TP/IPsec L2TP L3 (IPv4)

Microsoft SSTP SSTP L3 (IPv4)

OpenVPN Protocol (L3 /v —7 (> 7 E—F) OVPNL3 L3 (Ethernet)

OpenVPN Protocol (L2 7'V E—R) OVPNL2 L2 (Ethernet)
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{38% 2.2. EEBRO VPN B—)\TJDJ35A

SEVPN LIS VPN 7’ ha U2 oW T, (kT B 1T 518 1E EBRICIZTZENZNLLFD VPN — 71
7T LD FEIEEFE A LT, AWFTEO HF AT 285 EERIZIT, 5 5 T34 7= SoftEther VPN Server 4.0

REMLT,

VPN ZFahaL PR FRD VPN I — N5 ABFFETD VPN P— 328k

L2TP Windows Server 2008 R2 (Z f J& @ | SoftEther VPN Server 4.0
[ Routing and Remote Access Service | (4 [EIDHFSE T HELE)
(RRAS) | &) VPN H— "7/ A
(Microsoft Corporation 735f %)

SSTP Windows Server 2008 R2 Z i J& @ | SoftEther VPN Server 4.0
[ Routing and Remote Access Service | (4 [BlDRFZE T H4E)
(RRAS) | £ VPN H— 3717 T I
(Microsoft Corporation 735 %&)

OVPNL3 OpenVPN 2.2.2 SoftEther VPN Server 4.0
(OpenVPN, Inc. BA¥) (A IEIDWFE T HLE)

OVPNL2 OpenVPN 2.2.2 SoftEther VPN Server 4.0
(OpenVPN, Inc. BA¥) (& Bl DOFFE T HEE)

1i% 2.3. BESIE-FIINBRAZIIVXA

£ VPN 7 b= Clk, L RO EAl s T O XNVEBL T NIV X L& V=, 4 VPN 7 b /L O EARSOHI K
1280, 2L FE—DOT NIV A LRI GBI TERD -T2, AFEERIT VPN 7 aha/LFLEOmEAL—7
NEZ BT 50D TRV | R WEE 2 5,

VPN 7ahai THAIYR A

SEVPN RC4-SHA1

L2TP AES128-CBC-SHA1
SSTP RC4-SHA1
OVPNL3 AES128-CBC-SHA1
OVPNL2 AES128-CBC-SHA1

{3%% 2.4. VPN 95472095 A
VPN 7747 o MilL 725 B a—42Tlid, L FD VPN 7747 v s T LD REAF LT,

VPN Zrhau VPN 7547 N EHE

SEVPN PacketiX VPN Client 4.0 Build 8676

L2TP Windows Server 2008 R2 (Zf} J& ™ L2TP/IPsec VPN 7747 /|
SSTP Windows Server 2008 R2 |-} J& ™ SSTP VPN 7747 b
OVPNL3 OpenVPN 2.2.2

OVPNL2 OpenVPN 2.2.2
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3% 2.5. HERMEDSE

2 B 2—HWOEEOWNIEIZIL, UT-VPN (28 D TrafficServer / TrafficClient =< R Vv 7=,

i 30 B
{3 7 m - Tv7a—KRD (Upload)
A ra—ROZ (Download)
K71 (Full)
BiE/ T A—H /TYPE:DOWN|UP|FULL /SPAN:30
FHRJTE TrafficServer ¢ TCP 7" —h 9821 Zf#5 IRREL L | TrafficClient 7% 32

RO TCP axrvar w15,

32 R _XTH TCP axrarNEkisnb, —HFILT —XDkEx
xR 2,

(A HE—ROLEX, 16 KB T v m—RJm, 5D 16 KRX 7
n—RHmEies, )

T A DEZAERBIAS N S5 30 BEARIE L 7=5F OB
FTICZGERNBN =T — X DO NANIEER L, bps Z51H 35,

{1 2.6. EBEMEDRE

ICMP Echo Request / Echo Response (Ping /7> k) ZHWT 2 BOarEa—X B0y o E R
(RTT) ZHET 578D NET Framework 2.0 D C#DO T 17T LEAERL LT,

Ping /X% > ® % {3 1Z1% . System.Net.NetworkInformation.Ping 77 A% H\ 7=, RTT @l &2 1.
System.Diagnostics.Stopwatch 27 A% U TR EE 0 i b &t I TR 2 4 S5 L 7=,

Ping /7y k(G L, 5213 D3R éffbfi)%/k@ Ping /7y Mok E 32524872 > TD, Ping /37 hd
EEPOLZIEETOROPTERMZREEL, BZE Ly My CEIDZ L TRTT OEEEEH L, 7
v M T AR 10,000 787 RELT,

{1i% 3. ERERT—F

f3ix 3.1. VPN Z LR VIER ) BESEE DRIE

BONZa B 2—2<0 LAN I —R D 7 4 —< A% iR D726, Bilica v a—2 B OmBE R E B IO
RTT #HIE LT,
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NIC#1 NIC#2
10GbE 10GbE
k1 k1
Traffic Traffic
k2 k3
Direct: k1 - k2 Direct: k1 - k3 |
3.1.1. Physical 10GbE Performance Test (Throughput)
25,000 Mbps 0.80 ms
2 Mb 19,52419,576 0.70 ms
0,000 Mbps 0.60 ms
15,000 Mbps 0.50 ms
9,837 9,835 9,838 9,838 9,838 9,839 9,995 0.40 ms
10,000 Mbps 0.30 ms
- [l N
0.10 ms
0 Mbps 0.00 ms

Download

H Direct: k1 - k2

Upload Both

M Direct: k1 - k3

M Routing: k2 - k1 - k3

76

IP Routing Enabled

NIC#1

NIC#2

>

10GbE

<

10GbE

k1

Traffic

Routing: k2 - k1 - k3 |

3.1.1. Physical 10GbE Performance Test (RTT)

H Direct: k1 - k2

0.057  0.051

0.100

Round Trip Time

H Direct: k1 - k3

 Routing: k2 - k1 - k3

k3



{1#% 3.2. B—0 VPN ORI OEEERE

1% 3.2.1. KHARREICHIS 2 B5D SEVPN 7514 7> MilDiEEMERERE (PC to PC #&§x)

VPN Server PGk1)

NIC#1 NIC#2

SoftEther VPN SoftEther VPN
Protocol Tunnel Protocol Tunnel
SoftEther VPN Traffic SoftEther VPN
Client o — Client

VPN Client PC#1 (k2) VPN Client PC#2 (k3)

3.2.1. SEVPN+ SEVPN P@o-PC Test

3.2.1. SEVPN + SEVPN PC-to-PC Test (Throughput) 3.2.1. SEVPN + SEVPN PC-to-PC Test (RTT)
2,500 Mbps 2,130 2,243 2016 0.80 ms
2,000 Mbps : 0.60 ms 0578 0-599
1,500 Mbps 929 1’021 1,104 0.40 ms
1,000 Mbps
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
B SEVPN + SEVPN (RC4) M SEVPN + SEVPN (Plain) H SEVPN + SEVPN (RC4) M SEVPN + SEVPN (Plain)
by SoftEther VPN Server by SoftEther VPN Server by SoftEther VPN Server by SoftEther VPN Server

f3i% 3.2.2. KHAFKRELHIIZ 1 BAD SEVPN J51 7> b LAN LDORIDEESERERE (PC to
LAN 3&#%)

VPN Server PQk1,
Q ) Physical
Network Link
NIC#1
Protocol Tunnel Traffic

SoftEther VPN
Client

PC(k3)

VPN Client PC(k2)

3.2.2. SEVPN P@o-LAN Test |

3.2.2. SEVPN PC-to-LAN Test (Throughput) 3.2.2. SEVPN PC-to-LAN Test (RTT)
2,500 Mbps 2,101 2,182 0.80 ms

2,000 Mbps 1,589 0.60 ms
1,500 Mbps 0.380 0.352

918 1,042 1,048 0.40 ms
1,000 Mbps
500 Mbps . . . 0.20ms - -
0.00 ms

0 Mbps
Download Upload Both Round Trip Time
B SEVPN to LAN (RC4) B SEVPN to LAN (Plain) B SEVPN to LAN (RC4) B SEVPN to LAN (Plain)
by SoftEther VPN Server by SoftEther VPN Server by SoftEther VPN Server by SoftEther VPN Server
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{3i% 3.2.3. Microsoft f1RIREARAFRIRED L2TP HEELLE (PC to PC #E#%)

VPN Server PGk1) VPN Server PGk1)

Microsoft Windows Server 2008 R2
L2TP VPN Server Function

(...
NIC#1 NIC#2
L2TP VPN L2TP VPN
Protocol Tunnel Protocol Tunnel
L2TP VPN Client| UMMM (>TP VPN Client
VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.2.3. L2TP + L2TP PC-to-PC Test (Throughput)
1,200 Mbps
1,000 Mbps
800 Mbps 560
600 Mbps 502 387 454 391 392
400 Mbps
2 Hm Em e
0 Mbps
Download Upload Both

B 2TP + L2TP (AES128) ®L2TP + L2TP (AES128)
by MS-Win2008R2 by SoftEther VPN Server

S—Y
Compare NIC#1 NIC#2
L2TP VPN L2TP VPN
Protocol Tunnel Protocol Tunnel
L2TP VPN Client| MMM | (>TP VPN Client
VPN Client PC#1 (k2) VPN Client PC#2 (k3)
32.3.L2TP+ L2TP PGto-PC Test
3.2.3. L2TP + L2TP PC-to-PC Test (RTT)
0.80 ms
0.60 ms 0.555
0.40 ms 0375
0.00 ms

Round Trip Time

B 2TP + L2TP (AES128) M L2TP + L2TP (AES128)
by MS-Win2008R2 by SoftEther VPN Server

{358 3.2.4. Microsoft t1RILEARAFEELD L2TP MHEELLE (PC to LAN E#%)

VPN Server PQk1)

Physical
Network Link

PC(k3)

Microsoft Windows Server 2008 R2
L2TP VPN Server Function

NIC#1
L2TP VPN
Protocol Tunnel

L2TP VPN Client

Traffic

VPN Client PC#1 (k2)

3.2.4. L2TP PC-to-LAN Test (Throughput)

1,200 Mbps
1,000 Mbps
800 Mbps
600 Mbps
400 Mbps
200 Mbps
0 Mbps

559 645 628 583 676 673

Download Both

H L2TP to LAN (AES128)
by MS-Win2008R2

Upload

M L2TP to LAN (AES128)
by SoftEther VPN Server

VPN Server PQk1)

Physical
Network Link

PC(K3)

NIC#1

Compare L2TP VPN
Traffic
L2TP VPN Client
VPN Client PC#1 (k2)
3.2.4.12TP PGto-LAN Test |
3.2.4. L2TP PC-to-LAN Test (RTT)
0.80 ms
0.60 ms
0.40 ms 0.312 0.381
0.00 ms
Round Trip Time

M L2TP to LAN (AES128) M L2TP to LAN (AES128)
by MS-Win2008R2 by SoftEther VPN Server
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{3i% 3.2.5. Microsoft {1RIREARAFRE LD SSTP THHELLE (PC to PC ##E#%)

VPN Server PGk1) VPN Server PQk1)

Microsoft Windows Server 2008 R2
SSTP VPN Server Function

O
NIC#1 NIC#2 Compare NIC#1 NIC#2
SSTP VPN SSTP VPN SSTP VPN SSTP VPN
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
SSTP VPN Client 4&» SSTP VPN Client SSTP VPN Client 4&» SSTP VPN Client
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.25. SSTP+ SSTP P@o-PC Test
3.2.5. SSTP + SSTP PC-to-PC Test (Throughput) 3.2.5. SSTP + SSTP PC-to-PC Test (RTT)
1,200 Mbps 1'106 0-80 ms
1,000 Mbps 780 780 809 0.60 ms 0.484
800 Mbps 646 683 0.398
600 Mbps 0.40 ms
400 Mbps 0.20 ms
200 Mbps
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
B SSTP+SSTP (RC4) M SSTP+SSTP (RC4) B SSTP+SSTP (RC4) M SSTP+SSTP (RC4)
by MS-Win2008R2 by SoftEther VPN Server by MS-Win2008R2 by SoftEther VPN Server

{18% 3.2.6. Microsoft {1RILEARTAFEILED SSTP MEHELLE (PC to LAN #E#%)
VPN Server PQk1) -

VPN Server PGk1)

PC(K3)

Microsoft Windows Server 2008 R2
SSTP VPN Server Function

PC(k3)

NIC#1

SSTP VPN
Protocol Tunnel

NIC#1 ommmmmmmnnea )

SSTP VPN Compare
Protocol Tunnel

Traffic Traffic
SSTP VPN Client SSTP VPN Client
VPN Client PC#1 (k2) VPN Client PC#1 (k2)
3.2.6. SSTP P@o-LAN Test |
3.2.6. SSTP PC-to-LAN Test (Tl hroughput)l 218 8.2.6. SSTP PC-to-LAN Test Test (RTT)
1,200 Mbps ’ 889 0.80ms
1,000 Mbps 808 0.60 ms
800 Mbps 735 668 695 0.370
600 Mbps 0.40 ms 0.329
o0 e - -
200 Mbps
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
B SSTP to LAN (AES128) ® SSTP to LAN (AES128) B SSTP to LAN (AES128) ® SSTP to LAN (AES128)
by MS-Win2008R2 by SoftEther VPN Server by MS-Win2008R2 by SoftEther VPN Server
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{3i% 3.2.7. OpenVPN $#RIREXRAFTERIIRED OpenVPN (L3) @EESEEELLE (PC to PC #E#%)

VPN Server PGk1) VPN Server PQk1)

OpenVPN2.2.2 (L3 Mode)

O
NIC#1 NIC#2 Compare NIC#1 NIC#2
OpenVPN (L3) OpenVPN (L3) OpenVPN (L3) OpenVPN (L3)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
OpenVPN Client Traffic OpenVPN Client OpenVPN Client Traffic OpenVPN Client
(L3 Mode) D A—— (L3 Mode) (L3 Mode) D I—— (L3 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.2.7. OVPNL3 + OVPNL3 PGto-PC Test
3.2.7. OVPNL3 + OVPNL3 PC-to-PC Test (Throughput) 3.2.7. OVPNL3 + OVPNL3 PC-to-PC Test (RTT)
1,200 Mbps 0.80ms
1,000 Mbps 0.60 ms 0.521
800 Mbps 0.411
600 Mbps 0.40 ms
400 Mbps
200 Mbps 80 85 99 88 101 89 0.20ms
0 Mbps I I I 0.00 ms
Download Upload Both Round Trip Time
B OVPNL3 + OVPNL3 (AES128) ® OVPNL3 + OVPNL3 (AES128) B OVPNL3 + OVPNL3 (AES128) m OVPNL3 + OVPNL3 (AES128)
by OpenVPN Server by SoftEther VPN Server by OpenVPN Server by SoftEther VPN Server

{35% 3.2.8. OpenVPN IR LARAFREIR LD OpenVPN (L3) BEMERELEE (PC to LAN %
#5)

VPN Server PQk1) VPN Server PQk1)

Physical Physical
Network Link Network Link

PC(K3)

OpenVPN22.2 (L3 Mode) PCk3)

NIC#1

NIC#1

Protocol Tunnel Protocol Tunnel
Traffic Traffic
OpenVPN Client OpenVPN Client
(L3 Mode) (L3 Mode)
VPN Client PC#1 (k2) VPN Client PC#1 (k2)
3.2.8. OVPNL3 + OVPNL3 PGto-LAN Test I
3.2.8. OVPNL3 + OVPNL3 PC-to-LAN Test (Throughput) 3.2.8. OVPNL3 + OVPNL3 PC-to-PC Test (RTT)
1,200 Mbps 0.80ms
1,000 Mbps 0.60 ms
800 Mbps 0.371 0.411
600 Mbps 0.40 ms
400 Mbps
200 Mbps 85 80 68 99 79 101 0.20ms -
0 Mbps ] meess NS ] 0.00 ms
Download Upload Both Round Trip Time
B OVPNL3 to LAN (AES128) ® OVPNL3 to LAN (AES128) B OVPNL3 to LAN (AES128) ® OVPNL3 to LAN (AES128)
by OpenVPN Server by SoftEther VPN Server by OpenVPN Server by SoftEther VPN Server
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{1i% 3.2.9. OpenVPN tEIREARAFTEIRED OpenVPN (L2) @{SiEseLtb# (PC to PC #&#t)

VPN Server PGk1) VPN Server PQk1)

OpenVPN2.2.2 (L2 Mode)

O
NIC#1 NIC#2 Compare NIC#1 NIC#2
OpenVPN (L2) OpenVPN (L2) OpenVPN (L2) OpenVPN (L2)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
OpenVPN Client Traffic OpenVPN Client OpenVPN Client Traffic OpenVPN Client
(L2 Mode) D E— (L2 Mode) (L2 Mode) D — (L2 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.29. OVPNL2 + OVPNL2 PGto-PC Test
3.2.9. OVPNL2 + OVPNL2 PC-to-PC Test (Throughput) 3.2.9. OVPNL2 + OVPNL2 PC-to-PC Test (RTT)
1,200 Mbps 0-80ms
1,000 Mbps 0.60 ms 0.513
800 Mbps 0.439
600 Mbps 0.40 ms
400 Mbps
200 Mbps 80 84 80 87 78 90 0.20ms
0 Mbps ] I ———— 0.00 ms
Download Upload Both Round Trip Time
B OVPNL2 + OVPNL2 (AES128) m OVPNL2 + OVPNL2 (AES128) B OVPNL2 + OVPNL2 (AES128) ™ OVPNL2 + OVPNL2 (AES128)
by OpenVPN Server by SoftEther VPN Server by OpenVPN Server by SoftEther VPN Server

{482 3.2.10. OpenVPN # &L AHFRELD OpenVPN (L2) EBIEIEEELLE (PC to LAN i#
)

VPN Server PQk1) VPN Server PQk1)

Physical Physical
Network Link Network Link

PC(K3)

OpenVPN2.2.2 (L2 Mode) )

NIC#1 PSS NIC#1

Protocol Tunnel Protocol Tunnel
Traffic Traffic
OpenVPN Client OpenVPN Client
(L2 Mode) (L2 Mode)
VPN Client PC#1 (k2) VPN Client PC#1 (k2)
3.2.10. OVPNL2 PGto-LAN Test I
3.2.10. OVPNL2 PC-to-LAN Test (Throughput) 3.2.10. OVPNL2 PC-to-LAN Test Test (RTT)
1,200 Mbps 0.80 ms
1,000 Mbps 0.60 ms
800 Mbps 0.397
600 Mbps 0.40 ms 0.289
400 Mbps
200 wore 85 80 83 100 86 100 - - .
0 Mbps I E—— s ] 0.00 ms
Download Upload Both Round Trip Time
B OVPNL2 to LAN (AES128) ® OVPNL2 to LAN (AES128) B OVPNL2 to LAN (AES128) ® OVPNL2 to LAN (AES128)
by OpenVPN Server by SoftEther VPN Server by OpenVPN Server by SoftEther VPN Server

f1i% 3.3.1. SEVPN 547> - L2TP 73472 MEITRIZI FIBS DMERFELAHATR L D@EE
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HELE®X

VPN Server PGk1) VPN Server PGk1)

IP Routing
MS Win2008 R2
L2TP Server
NIC#1 NIC#2 Compare NIC#1 NIC#2
SoftEther VPN L2TP VPN SoftEther VPN L2TP VPN
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
SoftEther VEN Traffic L2TP VPN Client SoftEther VEN Traffic L2TP VPN Client
Client Client
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.1. SEVPN+ L2TP PGto-PC Test l
3.3.1. SEVPN + L2TP PC-to-PC Test (Throughput) 3.3.1. SEVPN + L2TP PC-toa’%lgst (RTT)
0.80 ms -
1,200 Mbps 0.605
1,000 Mbps 0.60 ms
800 Mbps 614 602 622 654
600 Mbps 570 524 0.40 ms
400 Mbps 0.20 ms
200 Mbps '
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
HSEVPN + L2TP H SEVPN + L2TP B SEVPN + L2TP m SEVPN + L2TP
(by SE-VPN Server + MS-Win2008R2) (by SoftEther VPN Server Standalone) (by SE-VPN Server + MS-Win2008R2) (by SoftEther VPN Server Standalone)

{3i% 3.3.2. SEVPN 9547~ - SSTP 954 7> MaTBIET IS DMRFELAHAFTEDBE
HELE®X

VPN Server PGKk1) VPN Server PQk1)

IP Routing
MS Win2008 R2
SSTP Server
NIC#1 NIC#2 Compare NIC#1 NIC#2
SoftEther VPN SSTP VPN SoftEther VPN SSTP VPN
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
SoflEther VPN Traffic SSTP VPN Client SoftEther VPN Traffic SSTP VPN Client
Client +—> Client >
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
33.2. SEVPN+ SSTP P@o-PC Test |
3.3.2. SEVPN + SSTP PC-to-PC Test (Throughput) 3.3.2. SEVPN + SSTP PC-to-PC Test (RTT)
0.80 ms
1,200 Mbps
1,000 Mbps 808 0.60 ms 0.510 0.499
800 Mbps 680 645 624 719 740
600 Mbps 0.40 ms
200 Mbps
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
B SEVPN + SSTP B SEVPN + SSTP B SEVPN + SSTP B SEVPN + SSTP
(by SE-VPN Server + MS-Win2008R2) (by SoftEther VPN Server Standalone) (by SE-VPN Server + MS-Win2008R2) (by SoftEther VPN Server Standalone)
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{4%% 3.3.3. SEVPN 547>k - OpenVPN (L3) 7347> NEITEIET 3IESDMERFELEARH
FEDBSTERELLB

VPN Server PGk1) VPN Server PQk1)

IP Routing
OpenVPN2.2.2
(L3 Mode)
NIC#1 NIC#2 Compare NIC#1 NIC#2
SoftEther VPN OpenVPN (L3) SoftEther VPN OpenVPN (L3)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
SoftEther VPN Traffic OpenVPN Client SoftEther VPN Traffic OpenVPN Client
Client D E— (L3 Mode) Client D — (L3 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.3. SEVPN+ OVPNL3 PGto-PC Test
3.3.3. SEVPN + OVPNL3 PC-to-PC Test (Throughput) 3.3.3. SEVPN + OVPNL3 PC-to-PC Test (RTT)
1,200 Mbps 0.80ms
1,000 Mbps 0.60 ms 0.541 0.512

800 Mbps

600 Mbps 0.40 ms
400 Mbps

200 Mbps 80 100 87 74 87 103 020ms

0 Mbps [ | I — [ | 0.00 ms

Download Upload Both Round Trip Time
B SEVPN + OVPNL3 B SEVPN + OVPNL3 B SEVPN + OVPNL3 B SEVPN + OVPNL3
(by SE-VPN Server + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone) (by SE-VPN Server + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)

{38% 3.3.4. SEVPN J5147>b - OpenVPN (L2) 547> MNETBIETBIBSDUERFELARH
FEDBEERELLR

VPN Server PGk1)
Ethemet Bridging

VPN Server PGk1)

OpenVPN2.2.2
(L2 Mode)

NIC#1 NIC#2 Compare NIC#1 NIC#2
SoftEther VPN OpenVPN (L2) SoftEther VPN OpenVPN (L2)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
SoftEther VPN OpenVPN Client SoftEther VPN OpenVPN Client
Client B —— (L2 Mode) Client B E—— (L2 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.34. SEVPN+ OVPNL2 PGto-PC Test
3.3.4. SEVPN + OVPNL2 PC-to-PC Test (Throughput) 3.3.4. SEVPN + OVPNL2 PC-to-PC Test (RTT)
1,200 Mbps 0.80ms
1,000 Mbps 0.60 ms 0.561 0.512
800 Mbps
600 Mbps 0.40 ms
400 Mbps 0.20 m
200 Mbps 84 100 83 73 91 103 20 ms
0 Mbps — I — N | 0.00 ms
Download Upload Both Round Trip Time
B SEVPN + OVPNL2 B SEVPN + OVPNL2 B SEVPN + OVPNL2 B SEVPN + OVPNL2
(by SE-VPN Server + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone) (by SE-VPN Server + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)
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f3i% 3.3.5. L2TP 547> b - SSTP J54 7> MATEBET 3 IESDMERFELARFR L DEEE
HELEE®

VPN Server PGk1) VPN Server PQk1)

IP Routing
MS Win2008 R2 MS Win2008 R2
L2TP Server SSTP Server
NIC#1 NIC#2 Compare NIC#1 NIC#2
L2TP VPN SSTP VPN L2TP VPN SSTP VPN
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
L2TP VPN Client 4&» SSTP VPN Client L2TP VPN Client 4&» SSTP VPN Client
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.35.L2TP+ SSTP P@o-PC Test
3.3.5. L2TP + SSTP PC-to-PC Test (Throughput) 3.3.5. L2TP + SSTP PC-t0-PC Test (RTT)
0.80 ms
1,200 Mbps
1,000 Mbps 0.60 ms 0.519
800 Mbps 623 590 603 596 638 0.373
600 Mbps 525 0.40 ms
400 Mbps 0.20 ms
200 Mbps '
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
W L2TP + SSTP W L2TP + SSTP W L2TP + SSTP M L2TP + SSTP
(by MS-Win2008R2 Standalone) (by SoftEther VPN Server Standalone) (by MS-Win2008R2 Standalone) (by SoftEther VPN Server Standalone)

f1i% 3.3.6. L2TP 9547~k - OpenVPN (L3) I347> MNETEETSIESDIERFELARHAR
L DBETERELLER

VPN Server PGk1)
IP Routing

VPN Server PGk1)

MS Win2008 R2 OpenVPN2.2.2
L2TP Server (L3 Mode)

NIC#1 NIC#2 Compare NIC#1 NIC#2
L2TP VPN OpenVPN (L3) L2TP VPN OpenVPN (L3)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
. OpenVPN Client . OpenVPN Client
L2TP VPN Client (L3 Mode) L2TP VPN Client (L3 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.6.L2TP+ SSTP P@o-PC Test
3.3.6. L2TP + OVPNL3 PC-to-PC Test (Throughput) 3.3.6. L2TP + OVPNL3 PC-to-PC Test (RTT)
1,200 Mbps 0.80 ms 061
1,000 Mbps 0.60 ms
800 Mbps 0.444
600 Mbps 0.40 ms
400 Mbps 0.20 ms
200 Mbps 80 98 80 71 84 101 :
0 Mbps | N — N | 0.00 ms
Download Upload Both Round Trip Time
W L2TP + OVPNL3 W L2TP + OVPNL3 W L2TP + OVPNL3 M L2TP + OVPNL3
(by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone) (by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)
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f1i% 3.3.7. L2TP 9547> bk - OpenVPN (L2) I347> MNETEET BIESDIERFELARHAR
L DE(SIERELLER

VPN Server PGk1) VPN Server PQk1)

IP Routing
MS Win2008 R2 OpenVPN2.2.2
L2TP Server (L2 Mode) ‘ N
NIC#1 NIC#2 Compare NIC#1 NIC#2
L2TP VPN OpenVPN (L2) L2TP VPN OpenVPN (L2)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
. Traffic OpenVPN Client . Traffic OpenVPN Client
L2TP VPN Client [ - i—" (L2 Mode) L2TP VPN Client 5 - —— (L2 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.7.L.2TP+ OVPNL2 PGto-PC Test
3.3.7. L2TP + OVPNL2 PC-to-PC Test (Throughput) 3.3.7. L2TP + OVPNL2 PC-to-PC Test (RTT)
0.80 ms
1,200 Mbps 0.628
1,000 Mbps 0.60 ms
800 Mbps 0.421
600 Mbps 0.40 ms
400 Mbps
200 Mbps 80 99 86 74 86 102 0.20ms
0 Mbps [ | I — [ | 0.00 ms
Download Upload Both Round Trip Time
H[2TP + OVPNL2 B L2TP + OVPNL2 W L2TP + OVPNL2 W L2TP + OVPNL2
(by MS-Win2008R2 + OpenVPN 2.2.2) (by Softether VPN Server Standalone) (by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)

f1i% 3.3.8. SSTP 547> b - OpenVPN (L3) I347> MNETEETHIESDIERFELARHAR
L DBETERELLER

VPN Server PGk1)
IP Routing

VPN Server PGk1)

MS Win2008 R2 OpenVPN2.2.2
SSTP Server (L3 Mode)

NIC#1 NIC#2 Compare NIC#1 NIC#2
SSTP VPN OpenVPN (L3) SSTP VPN OpenVPN (L3)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
. OpenVPN Client . OpenVPN Client
SSTP VPN Client (L3 Mode) SSTP VPN Client (L3 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.8. SSTP+ OVPNL3 PGto-PC Test
3.3.8. SSTP + OVPNL3 PC-to-PC Test (Throughput) 3.3.8. SSTP + OVPNL3 PC-to-PC Test (RTT)
0.80 ms
1,200 Mbps
1,000 Mbps 0.60 ms 0.472 0.497
800 Mbps
600 Mbps 0.40 ms
400 Mbps
200 Mbps 82 100 85 76 87 103 0.20ms
0 Mbps | I — N | 0.00 ms
Download Upload Both Round Trip Time
W SSTP + OVPNL3 M SSTP + OVPNL3 B SSTP + OVPNL3 B SSTP + OVPNL3
(by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone) (by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)

85



f1i% 3.3.9. SSTP 547> b - OpenVPN (L2) I347> MNETEETBIESDIERFELARHAR
L DE(SIERELLER

VPN Server PGk1) VPN Server PQk1)

IP Routing
MS Win2008 R2 OpenVPN2.2.2
L2TP Server (L2 Mode) ‘ N
NIC#1 NIC#2 Compare NIC#1 NIC#2
SSTP VPN OpenVPN (L2) SSTP VPN OpenVPN (L2)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
. Traffic OpenVPN Client . Traffic OpenVPN Client
SSTP VPN Clienfs - i——— (L2 Mode) SSTP VPN Clienf S i—"e (L2 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.9. SSTP+ OVPNL2 PGto-PC Test
3.3.9. SSTP + OVPNL2 PC-to-PC Test (Throughput) 3.3.9. SSTP + OVPNL2 PC-to-PC Test (RTT)
0.80 ms
1,200 Mbps
1,000 Mbps 0.60 ms
800 Mbps 0.465 0.473
600 Mbps 0.40 ms
400 Mbps 0.20 ms
200 Mbps 80 99 86 75 86 102 :
0 Mbps | I E— [ | 0.00 ms
Download Upload Both Round Trip Time
B SSTP + OVPNL2 M SSTP + OVPNL2 B SSTP + OVPNL2 B SSTP + OVPNL2
(by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone) (by MS-Win2008R2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)

{4#% 3.3.10. OpenVPN (L3) 9547>b - OpenVPN (L2) 547> MNEITBE T BESDUER
FIREARHRFT L DBISIERELLR

VPN Server PGk1)
IP Routing

VPN Server PGk1)

OpenVPN2.2.2 OpenVPN2.2.2
(L3 Mode) (L2 Mode)

NIC#1 NIC#2 Compare NIC#1 NIC#2
OpenVPN (L3) OpenVPN (L2) OpenVPN (L3) OpenVPN (L2)
Protocol Tunnel Protocol Tunnel Protocol Tunnel Protocol Tunnel
OpenVPN Client OpenVPN Client OpenVPN Client OpenVPN Client
(L3 Mode) B —— (L2 Mode) (L3 Mode) B E—— (L2 Mode)
VPN Client PC#1 (k2) VPN Client PC#2 (k3) VPN Client PC#1 (k2) VPN Client PC#2 (k3)
3.3.10. OVPNL3 + OVPNL2 PGto-PC Test
3.3.10. OVPNL3 + OVPNL2 PC-to-PC Test (Throughput) 3.3.10. OVPNL3 + OVPNL2 PC-to-PC Test (RTT)
0.80 ms
1,200 Mbps
1,000 Mbps 0.60 ms 0.513 0.529
800 Mbps
600 Mbps 0.40 ms
400 Mbps 0.20 ms
200 Mbps 89 89 83 87 88 91 :
0 Mbps I I I 0.00 ms
Download Upload Both Round Trip Time
B OVPNL3 + OVPNL2 B OVPNL3 + OVPNL2 B OVPNL3 + OVPNL2 B OVPNL3 + OVPNL2
(by OpenVPN 2.2.2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone) (by OpenVPN 2.2.2 + OpenVPN 2.2.2) (by SoftEther VPN Server Standalone)
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1% 4.1.1. AWHAFRTREUE VPN Server O PC to PC #&#i®D OS D MEHELLE (SEVPN, RC4
a51k)

Windows Server Windows Server Linux 2.6.32
2003 R2 2008 R2 !

VPN Server PQk1)

NIC#1 NIC#2

SoftEther VPN
Protocol Tunnel

SoftEther VPN
Protocol Tunnel

SoftEther VPN Traffic SoftEther VPN
Client > Client

VPN Client PC#1 (k2) VPN Client PC#2 (k3)

411./ 41.2. SEVPN P@o-PC OS Comparison

4.1.1. SEVPN RC4 PC-to-PC OS Comparison (Throughput) 4.1.1. SEVPN RC4 PC-to-PC OS Comparison (RTT)
0.80 ms
1222 m*;zz 951 g9 o41 10371021 g79 10041,104, o) oo -
800 Mbps 0.50 ms 0.449 0358
o '
400 Mbps 0.20 ms
200 Mbps 0.10 ms
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
B SEVPN RC4 (PC-to-PC) by SoftEther VPN on WinServer2003 R2 B SEVPN RC4 (PC-to-PC) by SoftEther VPN on WinServer2003 R2
B SEVPN RC4 (PC-to-PC) by SoftEther VPN on WinServer2008 R2 B SEVPN RC4 (PC-to-PC) by SoftEther VPN on WinServer2008 R2
u SEVPN RC4 (PC-to-PC) by SoftEther VPN on Linux 2.6.32 H SEVPN RC4 (PC-to-PC) by SoftEther VPN on Linux 2.6.32

{3i% 4.1.2. KK TRELLE VPN Server @ PC to PC iEi%D OS RIDTERELLE: (SEVPN, ¥
X)

4.1.2. SEVPN Plain PC-to-PC OS Comparison (Throughput) 4.1.2. SEVPN Plain PC-to-PC OS Comparison (RTT)
2,500 Mbps 2,243 0.80 ms
2,130 1,978 2,01621057 0.70 ms 0.599
2,000 Mbps 1,772 .
1,630 1,637 1527 0.60 ms
1,500 Mbps 0.50 ms
0.40 ms 0.320 0.308
1,000 Mbps 0.30 ms
500 Mb 0.20 ms
ps 0.10ms
0 Mbps 0.00 ms
Download Upload Both Round Trip Time
® SEVPN Plain (PC-to-PC) by SoftEther VPN on WinServer2003 R2 B SEVPN Plain (PC-to-PC) by SoftEther VPN on WinServer2003 R2
B SEVPN Plain (PC-to-PC) by SoftEther VPN on WinServer2008 R2 B SEVPN Plain (PC-to-PC) by SoftEther VPN on WinServer2008 R2
B SEVPN Plain (PC-to-PC) by SoftEther VPN on Linux 2.6.32 B SEVPN Plain (PC-to-PC) by SoftEther VPN on Linux 2.6.32

{3% 4.1.3. KK TRELE VPN Server @ PC to LAN D OS REDMEAELL® (SEVPN,
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RC4 BES4E)

| Windows Server | Windows Server Linux 2
2003 R2 2008 R2

VPN Server PQk1)

NIC#1

SoftEther VPN
Protocol Tunnel

SoftEther VPN Traffic

Physical
Network Link

Client

VPN Client PC(k2)

PC(k3)

413./ 4.1.4. SEVPN P@o-LAN OS Comparison |

4.1.3. SEVPN RC4 PC-to-LAN OS Comparison (Throughput)

2,500 Mbps 0.80 ms
0.70 ms
2,000 Mbps 0.60 ms
0.50 ms

1,500 Mbj
P 1106 oo 1. 1,0331,0421,041 10881048 gg7 0.40ms
1,000 Mbps 0.30 ms
0.20 ms
e l l I I I I I . 000me
0 Mbps 0.00 ms

Both

B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on Linux 2.6.32

Download Upload

{158 4.1.4. KHAFKTRIELE VPN Server @ PC to
X)

4.1.4. SEVPN Plain PC-to-LAN OS Comparison (Throughput)

2,500 Mbps 2,101 2182 0.80 ms
2,000 Mb 1,930 1,918 1,866 0.70 ms
' " 1,589 1,652 0.60 ms
1,500 Mbps 1,364 0.50 ms
1,095 0.40 ms

1,000 Mbps oo
0.20 ms

500 Mbps oo ms
0 Mbps 0.00 ms

Both

B SEVPN Plain (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B SEVPN Plain (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
 SEVPN Plain (PC-to-LAN) by SoftEther VPN on Linux 2.6.32

Download Upload
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4.1.3. SEVPN RC4 PC-to-LAN OS Comparison (RTT)

0.341 0-380
0.243
Round Trip Time

B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
m SEVPN RC4 (PC-to-LAN) by SoftEther VPN on Linux 2.6.32

LAN #&£5:® OS D EHELLE (SEVPN, ¥

4.1.4. SEVPN Plain PC-to-LAN OS Comparison (RTT)

0.343 0.352
0.228
Round Trip Time

B SEVPN Plain (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B SEVPN Plain (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
= SEVPN Plain (PC-to-LAN) by SoftEther VPN on Linux 2.6.32



{38% 4.1.5. AAFXTREULE VPN Server @ PC to PC iE#D OS D HEELLE: (L2TP)

Windows Server Windows Server Linux 2.6.32
2003 R2 2008 R2 _

VPN Server PQk1)

NIC#1 NIC#2

L2TP VPN L2TP VPN
Protocol Tunnel P

L2TP VPN Client| JPUMMMMASIEN | |2TP VPN Client

VPN Client PC#2 (k3)

VPN Client PC#1 (k2)

4.15. 2TP PGto-PC OS Comparison

4.1.5. L2TP PC-to-PC OS Comparison (Throughput) 4.1.5. L2TP PC-to-PC OS Comparison (RTT)

2,500 Mbps 0.80 ms

0.70ms 0.630 0678

2,000 Mbps 0.60 ms 0.555
1,500 Mbps 0.50 ms
0.40 ms
1,000 Mbps 0.30 ms
soombps 372 387 327 354 381 oy 367 392 303 32?3 mz
e HHEE HEm EBEEm .
Download Upload Both Round Trip Time

B L2TP (PC-to-PC) by SoftEther VPN on WinServer2003 R2
H L2TP (PC-to-PC) by SoftEther VPN on WinServer2008 R2
H L2TP (PC-to-PC) by SoftEther VPN on Linux 2.6.32

W L2TP (PC-to-PC) by SoftEther VPN on WinServer2003 R2
B L2TP (PC-to-PC) by SoftEther VPN on WinServer2008 R2
H L2TP (PC-to-PC) by SoftEther VPN on Linux 2.6.32

{31% 4.1.6. KWAFKTRELE VPN Server @ PC to LAN #EizED OS MDEEELLE (L2TP)

Windows Server Windows Server Linux
2003 R2 2008 R2

VPN Server PGk1)

NIC#1

Physical
L2TP VPN Network Link
Protocol Tunnel

L2TP VPN Client Traffic

-}

PC(k3)

VPN Client PC(k2)

4.1.6.L.2TP PCGto-LAN OS Comparison
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2,500 Mbps
2,000 Mbps
1,500 Mbps
1,000 Mbps

500 Mbps

0 Mbps

4.1.6.L2TP PC-to-LAN OS Comparison (Throughput)

630 645 ,o, 620 583 581 (06 673 gg

Download Upload Both
H L2TP (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
H L2TP (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
H L2TP (PC-to-LAN) by SoftEther VPN on Linux 2.6.32

90

0.80 ms
0.70 ms
0.60 ms
0.50 ms
0.40 ms
0.30 ms
0.20 ms
0.10 ms
0.00 ms

4.1.6. L2TP PC-to-LAN OS Comparison (RTT)

0.381 0.381 0.376

Round Trip Time
M L2TP (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B L2TP (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
H L2TP (PC-to-LAN) by SoftEther VPN on Linux 2.6.32
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