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Background:
Various VPN Protocols

ÅVPN Client Devices
ÅPCs: Windows, Mac, iOS, Android, ê

ÅRouters: Cisco, Juniper, NEC, IIJ, ê

ÅVPN Protocols
ÅSoftEther VPN

ÅL2TP/IPsec

ÅSSTP

ÅOpenVPN

ÅL2TPv3/IPsec

ÅEtherIP/IPsec

ÅSystem Administrators have to prepare multiple 
VPN Servers for each VPN protocol.
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L2TP SSTP PPTP OpenVPN L2TPv3 EtherIP
SoftEther

VPN

Upper

Protocol
IP IP IP Ethernet Ethernet Ethernet Ethernet

Transport 

Protocol
IPsec HTTPS GRE

Specific

TCP/UDP
IPsec IPsec HTTPS

Proxy 

Support
NO YES NO YES NO NO YES

Restricted 

FW
Blocked PASS Blocked Blocked Blocked Blocked PASS
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Windows

Linux

Mac

Windows

Windows

Linux

Mac

Windows

Linux

Mac
- FreeBSD

Windows

Linux

Client OS
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iOS

Android -
iOS

Android - - - -

Client OS
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NEC IX -

Characteristics of VPN Protocols



Mac

iPhone, iPad

Android
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SYS
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Cisco
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Various VPN Protocols

Server

VPN Server
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Ideal All-in-One
VPN Server Program
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SSTP VPN Client

(e.g. Windows)

Ideal All-in-One

VPN Server Program

OpenVPN Client

(e.g. Mac OS X)

SSTP

Server Function

OpenVPN

Server Function

Such a VPN Server Program

doesn't Exists.

A VPN Server

Computer



A Problem:

There is No Such an Ideal
VPN Server Program.
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L2TP SSTP OpenVPN L2TPv3 EtherIP

Microsoft

RRAS - - -
Mac OS X

Server - - - -

OpenVPN - - - -

Cisco IOS - - -
NEC IX

Router OS - - - -
IIJ SEIL

Router OS - -

Existing VPN Server Programs Compatibles



Supporting Multi VPN Protocols
by Single VPN Server Computer
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Two VPN Server Programs

Run Together on a Host.

OpenVPN Server

SSTP VPN Client

(e.g. Windows)

Microsoft RRAS

OpenVPN Client

(e.g. Mac OS X)

SSTP VPN Tunnel

OpenVPN Tunnel

SSTP

Server Function

OpenVPN

Server Function

A VPN Server

Computer

IP Routing

Between Two

VPN Servers



Supporting Multiple VPN 
Protocols by Single VPN Server

ÅOverhead Problem
ÅContext Switching Costs

ÅUser-to-Kernel Switching Costs

ÅMemory Copying Costs

ÅManagement Problem
ÅUser Management Tasks

ÅLog File Management Tasks

ÅInefficient IP Address Polls
9



Overhead Problem
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Management Problem
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OpenVPN Server

Microsoft RRAS

SSTP

Server Function

OpenVPN

Server Function

A VPN Server

Computer
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VPN Server

Admin
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Log File Problem
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OpenVPN Server

Microsoft RRAS

SSTP

Server Function

OpenVPN

Server Function

A VPN Server

Computer

VPN 

Server

Admin

Log Files

of MS-RRAS

Log Files

of OpenVPN
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IP Address Pool Duplication 
Problem
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OpenVPN Server

Microsoft RRAS

SSTP

Server Function

OpenVPN

Server Function

IP Pool #1

IP Pool #2
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IP Address Reserves
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L2TP SSTP OpenVPN L2TPv3 EtherIP SoftEtherVPN

Microsoft

RRAS - - - -
Mac OS X

Server - - - - -

OpenVPN - - - - -

Cisco IOS - - - -
NEC IX

Router OS - - - - -
IIJ SEIL

Router OS - - -
SoftEther

VPN

Goal of the Research
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LinuxWindows Mac

iPad
Android Tab
Windows RT

iPhone
Android

Windows Phone Cisco VPN Routers

SoftEther VPN Server

SE-VPN OpenVPN L2TP EtherIP MS-SSTP L2TPv3

Supports various VPN client devices.

A high-performance VPN server which supports multiple VPN protocols.

"SoftEther" means Software Ethernet.



Difficulties of the Research

Å7 VPN protocols by one VPN server
ÅInter-VPN protocol packet exchange
ÅBridges between L2 (Ether) / L3 (IP)

ÅManagement
ÅUser authentication
ÅDynamic IP address assignment to VPN clients

ÅSecurity
ÅSecurity policy / Packet filter
ÅPacket log
ÅIsolation
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How to Support 7 VPN Protocols?

ÅStrategy #1
ÅSeparate L2 VPN Ethernet / L3 VPN Router

ÅLayer-conversions between L2 / L3
Problem: Duplication of Security Implementations, Complicated Codes

ÅStrategy #2 [adopted]
ÅTreat all L3 VPN as L2 VPN

ÅAll L3 packets will be descended to L2 Ether frames.
Benefit: Single Security Implementations, Simple Codes
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L2 VPN Protocols L3 VPN Protocols

SoftEther VPN

OpenVPN (L3)

EtherIP/IPsec

L2TPv3/IPsec

L2TP/IPsec

SSTP/IPsec

OpenVPN (L2)



Design #1

ÅEthernet (L2) as Common Bus.
ÅVirtual Ethernet Switching Hub. 

ÅLayer conversion for IP-based VPN 
protocols (L2TP, SSTP, OpenVPN L3).

ÅVirtual DHCP Client.
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Design #2

ÅKernel-mode
ÅDifficult to debug
ÅLack of portability

ÅMultiple User-mode Process
ÅEasy to implement
ÅOverhead Problem still occurs

ÅSingle User-mode process [adopted]
ÅEasy to implement
ÅReduce overhead
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Virtual Ethernet Switching Hub
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L3/L2 Transparent Conversion
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All-in-One VPN Server
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User Authentication
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Supports PAP (Password Authentication Protocol) and

MS-CHAPv2 (Microsoft Challenge-Handshake Authentication Protocol ver 2)

via Local User-auth DB and External Radius/Active Directory Server.



Security

24

Virtual Hub

S
e
s
s
io

n
 #1

Ether User IP Pkt

Exchange Frames

S
e

s
s
io

n
 #2

User

Authentication

Database

Security Functions

Packet 

Filter

Rules

Packet Logs

to the Disk

Packet Filter Security Policy Enforcer Packet Logger



Isolation between Virtual Hubs
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VPN Server Process
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Implementation

ÅSoftEther VPN Server
Current features
ÅVirtual Ethernet Switching Hub
ÅSecurity Policy / Packet Filter Enforcement
ÅPacket Logging
ÅInternal and External User-authentication

Language
ÅC / C++

IPsec Modules based on
ÅBitVisor IPsec Client (Univ of Tsukuba)
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SoftEther VPN Architecture
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OS Abstraction Layer
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User Mode

Kernel Mode

SoftEther VPN Functions
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7 Protocol Modules
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Divide 7 VPN Protocols
into Sub Modules

ÅOverlapped Parts of Processing VPN Protocols
ÅòPPP stackó is used by L2TP and SSTP.
ÅòIPsec stackó is used by L2TP, L2TPv3 and EtherIP.
ÅòOpenVPN stackó is used by OpenVPN L2 and L3.
ÅA portion of òL2TP stackó is used by L2TPv3.

ÅDivide into Sub Modules
ÅMinimize Volumes of Codes
ÅReduce Bugs

ÅConnections between Sub Modules
ÅòTubeó: A new fast in-process pipe
Åfor Single-thread and Multi -thread inter-module 

communication.
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Sub Modules
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òTubeó
(fast lightweight pipe)
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Tube for Single Thread

Queue Packet Packet Packet Packet

Module A

(on Thread 1)

Module B

(on Thread 1)
Packet Packet

TubeSend()

Tube for Multi Threads

Queue Packet Packet Packet Packet
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(on Thread 1)
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Programming
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ÅC / C++ Source Codes
Å396,867 Lines (11.5MB)

(including 31,686 comment lines)

ÅCompiler
ÅVisual C++ 2008 for Windows Binaries

Ågcc (any version) for UNIX and Linux Binaries

ÅPlanning to be Open Source (GPL) in Mid 2013.
ÅNow translating a lot of comments into English

before releasing the source.



Screen Shots
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SoftEther VPN Client



Screen Shots
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SoftEther VPN Server (GUI Config Tools)



Screen Shots
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A lot of VPN Server Setting Screens (total 70+ dialogs)



Screen Shots
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L2TP / L2TPv3 / EtherIP OpenVPN (L2 & L3) / SSTP



Screen Shots
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Ethernet over DNS, Ethernet over ICMP

(Enjoy your Wi-Fi Life!)



Screen Shots
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Beautiful Installer for SoftEther VPN



Screen Shots
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User-Mode Install Option

(System Admins will be Surprised!)



Screen Shots
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Multi-languages Support



Evaluation

1. Functional Tests
ÅSelf Test

ÅBeta Test

2. Performance Tests
ÅSimple throughput test

ÅComparison to existing methods
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