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Background:
Various VPN Protocols

AVPN Client Devices
APCs: Windows, Maci0S, Andr oi d, &
ARouters: Cisco, Juniper, NEC

AVPN Protocols

A SoftEther VPN - e
AL2TP/IPsec ~ | == 7|
ASSTP f |
A OpenVPN = e T ] | -

AL2TPv3/IPsec
A EtherlP/IPsec

ASystem Administrators have to prepare multiple
VPN Servers for each VPN protocol.



Characteristicsof VPN Protocols

- L2TP SSTP PPTP | OpenVPN | L2TPv3 | EtherlP

Upper Ethernet FEthernet Ethernet Ethernet
Protocol

Specific
TCP/UDP

YES NO YES NO NO YES

IPsec HTTPS GRE IPsec IPsec HTTPS

Blocked PASS Blocked Blocked Blocked Blocked PASS

Mac Mac Mac

Client OS 105 ) 105

Snzive M Android Android

ClientOS : Cisco

Cisco - 13 SEIL NEC IX

ClientOS W"?dOWS . Wlndows Wlndows Windows
Linux Windows Linux Linux FreeBSD )
(%® Linux
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SSL LZ TP oy Local Area Network
\ B VP/V er ]pSeC

Ms.
Windows SSTp

L2TP over IPsec

VPN Server

Sllef-&

IPhone, iPad

L2TPv3 over IPsec

Android

Cisco 17 SEIL =

Various VPN Protocols



ldeal All-in-One
VPN Server Program

Ideal All-in-One

VPN Server Program | Seer
| SSTP VPN Client

SSTP / (e.g. Windows)
Server Function |

OpenVPN '
Server Function

A VPN Server ‘
Computer Such a VPN Server Program
doesn't Exists
OpenVPN Client
(e.g. Mac OS X




A Problem:

There Is No Such an Ideal
VPN Server Program.



Existing VPN ServePrograms Compatibles

L2TP SSTP | OpenVPN | L2TPv3 | EtherlP

Microsoft
RRAS

Mac OS X
Server

OpenVPN

Cisco I0S

NEC IX
Router OS

11J SEIL
Router OS




Supporting Multi VPN Protocols
by Single VPN Server Computer

Two VPN Server Programs
Run Together on a Host

Microsoft RRAS

) S
uting { Server Function

Between Two#®

VPN Servers i _
%{ OpenVPN Server

OpenVPN
Server Function

A VPN Server
Computer

SSTP VPN Tunnel AN ;

OpenVPN Tunnel ) ——g9

OpenVPN Client
(e.g.Mac OS X



Supporting Multiple VPN
Protocols by Single VPN Server

AOverhead Problem
AContext Switching Costs
AUser-to-Kernel Switching Costs
AMemory Copying Costs

AManagement Problem
AUser Management Tasks
AlLog File Management Tasks
Alnefficient IP Address Polls



Overhead Problem

VPN Tunnel#1 ()
VPN Tunnel#2 ()

VPN Server] Program#l VPN Servely Program#2

VPN Protocol #1 VPN Protocol #2

User Mode ‘ Overhead

Kernel Mode

tun / tap / ppp\ tun / tap / ppp

Overhead
IP Router/
Ethernet Bridge

A VPN Server Host PC
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VPN Server
Admin

Management Problem

A VPN Server
Computer

O
[||__L|ﬂ SSTP
User A User B User C Server Function

OpenVPN Server

[ﬁﬂ OpenVPN
Server Function

User A User B User C
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Log File Problem

N
E _EB] Microsoft RRAS

Log Files
SSTP
ConfUSing W

OpenVPN Server

OpenVPN
Server Server Function

Admin  |og Files
of OpenVPN

A VPN Server
Computer




IP Address Pool Duplication

192.168.0.10%
192.168.0.150

192.168.0.15%
192.168.0.200

Problem

IP Pool#1

IP Pool#2

Microsoft RRAS

SSTP
Server Function

OpenVPN Server

OpenVPN
Server Function
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Goal of the Research
| L2TP | SSTP | OpenVPN| L2TPv3 | EtherlP | SofiEtherVPN

Microsoft
RRAS
Mac OS X
Server
OpenVPN

Cisco IOS
NEC IX
Router OS -

113 SEIL

Router OS

SoftEther
VPN




"SoftEthef means Software Ethernet

A high-performance VPN server which supports multiple VPN protocols
EtherlP

T T *
iPad iIPhone
Android Tab Android

Windows Linux Mac

Supports various VPN client devices

Windows RT Windows Phone Cisco VPN Router:

/
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Difficulties of the Research

A7 VPN protocols by one VPN server

Alnter-VPN protocol packet exchange
ABridges between L2 (Ether) / L3 (IP)

AManagement
AUser authentication
ADynamic IP address assignment to VPN clients

ASecurity
ASecurity policy / Packet filter
APacket log

Alsolation ”



How to Support 7 VPN Protocols?

SoftEther VPN L2TP/IPsec

OpenVPN (L3) SSTP/IPsec
EtherlP/IPsec OpenVPN (L2)
L2TPv3/IPsec

AStrategy #1
ASeparate L2 VPN Ethernet / L3 VPN Router
ALayer-conversions between L2 / L3
Problem: Duplication of Security Implementations, Complicated Codes
AStrategy #2 [adopted]
ATreat all L3 VPN as L2 VPN
AAIl L3 packets will be descended to L2 Ether frames.

Benefit: Single Security Implementations, Simple Codes
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Design #1

AEthernet (L2) as Common Bus.
AVirtual Ethernet Switching Hub.

ALayer conversion for IRbased VPN
protocols (L2TP, SSTP, OpenVPN L3).

AVirtual DHCP Client.

RS



Design #2

AKernel mode
ADifficult to debug
ALack of portability

AMultiple User-mode Process
AEasy to implement
AOverhead Problem still occurs

ASingle Usermode process [adopted]

AEasy toimplement
AReduceoverhead
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Virtual Ethernet Switching Hub

Virtual Hub

— g
SRS
o> Exchange Frames N
&
e

Ether[User IP Pkt Forwarding Ether[User IP Pkt

Database

VPN Server Module#1 VPN Server Module#2
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L3/L2 Transparent Conversion

Virtual Hub

DHCP Server
IP Address Pool @

Other Hosts
on Ethernet

ii“ User IP Pkt
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All-in-One VPN Server

Virtual Hub (Software Ethernet Switch) Module

o3 B H
User IP Pkt

g Pass Converte
L2-VPN Protocol Module SUCIASENEN 3-\/PN Protocol Module Ether Frame

(e.g. SEVPN, L2TP\B, etc.) (e.g. L2TP, SSTPRetc.) m User IP Pkt
Elﬁ User IP Pkt

Convert to
Ethernet Frame

User IP Pkt l

A

Decapsulate

MIE:H User IP Pkt

| Decapsulate
é

e — —=

!IHI User IP Pkt

A\
l Encapsulate

A
| Encapsulate

¢é
! e [user 2 i

[2-VPN Client

User IP Pkt

B v

L3-VPN Client

22



User Authentication

Virtual Hub

User'A'
Pass'123'

Configured to )
Use the I
External Radius
External -
Radius S User'B
adius Server pocoasg

User

Authentication SSTP L2TR IPsec
VARl Scrver Function § Server Function
7

n
:

[ ]

SSTP Client L2TP IPsec Client w
e.g. Windows) Login as e.g. Mac OS X Login as
( g )User‘A' ( g )9 User'B
Pass'123' Pass'456'

Supports PAP (Password Authentication Protocol) and
MS-CHAPV2 (Microsoft Challenge Handshake Authentication Protocol ver 2)
via Local Userauth DB and External Radius/Active Directory Server.
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Virtual Hub

Packet
Filter
Rules

User

Security

Security

Packet Filter

Database

Security Policy Enforcer Packet Logger

R S
y Exchange Frames %

Authentication f Ether |User IP Pkt
.

~

~

Packet Logs
to the Disk
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|Isolation between Virtual Hubs

VPN Server Process

Virtual Hub#1 Virtual Hub#2

) . B e

(4

o= Oleuunj. NdAZ1 | J
o olauum. NdA€l | 4

@uu Olauun.l. NdA-€1

S
<
)
z
5
B
!

[2-VPN Client L2-VPN Client
L3-VPN Client L3-VPN Client

VPN Group#l > VPN Group#2

Isolated
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Implementation

ASoftEther VPN Server

Current features
AVirtual Ethernet Switching Hub
ASecurity Policy / Packet Filter Enforcement
APacket Logging
Alnternal and External Userauthentication

Language
AC [ C++

|Psec Modules based on
ABitVisor IPsec Client Univ of Tsukuba)
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SoftEther VPNArchitecture

Physical
Network Adapter

SoftEther VPN Server

IP Routing
between Segments

abpug [eao

Virtual Hub #1 Virtual Hub #2

Virtual
Layer3
Switch

£ TN
&> Exchange Frames NS
Z @
! + ,
Packet Ad apter Packet Ad apter PaC'@t Log
Lazy Writer

I USBI P Pkt I Usel P Pkl

@ @

SoftEther VPN Client SoftEther VPN Client
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OS Abstraction Layer

SoftEther VPN Functions
(Cedar Module)
oS
l! Function Calls — Independent
Parts
Library Routines
(Mayaqua Module)
Abstraction Layer
OS

— Dependent
Parts

Kernel Mode

NDIS Virtual NDIS SOL PACKE
Network Local Bridge Raw Sockets

Adapter Driver Driver
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[ Protocol Modules

SoftEther VPN Server

L2 VPNs

L3 VPNs

Virtual Hub

SEVPN L2TH IPsec SSTP § OpenVPN (L3) OpenVPN (L2) L2TP\WB/IPsec EtherlF IPsec
Protocol Module Protocol Module Protocol Module Protocol Module Protocol Module Protocol Module Protocol Module

5 B ;
| T

m B g e

Cisco VPN Routers

iPad iPhone

Android Tab Android

Windows Linux Mac Windows RT Windows Phone

VariousTypes of VPN Clients




Divide 7 VPN Protocols
Into Sub Modules

AOverlapped Parts of Processing VPN Protocols
AOPPP stacko is used by L2T
Adl Psec stackoé is used by 1
AbOpenVPN stacko6 is used by
AA portion of OL2TP stacko

ADivide into Sub Modules

AMinimize Volumes of Codes
AReduce Bugs

AConnections between Sub Modules
AdTubeo6: A -precesspipest i n

A for Single-thread and Multi -thread inter-module
communication.

30



Sub Modules

SoftEther VPN Server

| |

SEVPN PP

L2TP\3
Sub Module / Sub Module Sub Module

HTTP Parser L2TP EtherlIP
Sub Module Sub Module Sub Module

OpenVPN
SSL Sub Module IPsec

Sub Module Sub Module

SEVPN L2TR IPsec SSTP OpenVPN (L3) OpenVPN (L2) L2TPW3/IPsec EtherlR IPsec

Listener Listener Listener Listener Listener Listener Listener
L2 VPNs
L3 VPNs




OTubebo
(fast lightweight pipe)

Tube for Single Thread
TubeRecy)

TubeSen
Module A OO Module B
onThread 1)  [Eumm¥oueue Bl (onThread )

Tube for Multi Threads

TubeSen TubeRec
Module A — ) v Module B
(on Thread 1) LS |Queue Packet] Packet| Packet] Packet| | g PaCkelE (on Thread 2)

GetCance(),

TubeFlush() Synchronization WaitSockEvent()
Object etc.
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Programming

AC / C++ Source Codes

A396,867 Lines (11.5MB)
(including 31,686 comment lines)

ACompiler
AVisual C++ 2008 for Windows Binaries
Agcc (any version) for UNIX and Linux Binaries

APlanning to be Open Source (GPL) in Mid 2013.

ANow translating a lot of comments into English
before releasing the source.
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Screen Shots

SoftEther VPN Client Manager

Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network
J. New VPN Connection
vpn1.softether.co.jp Connected  vpn1.softether.co.jp:443 (Direct TC SoftEther Ne... VPN

Connecti tatus of vpn1.softether.cojp

ﬂ Status of VPN Session of vpn1.softether.co.jp (Real Time)

Item Status

VPN Connection Setting Name vpnlsoftether.cojp

Session Status Connection Completed (Session Established)
VLAN ID -

Server Name vpnlsoftether.cojp

Port Number TCP Port 443

Server Product Name PacketiX VPN Server 4.0 Pre Release (64 bit)
Server Ver: 4.00

Server Build Build 8804

Connection Started at

First Session was Established at ; ; } v rtual Network Adap e 'VPN" Stat S

#® VPN Client Adapte N Current Session was Established at

Virtual Network Adapter Name

Number of Established Sessions

Half Duplex TCP Connection Mode No (Full Duplex Mode)

VolP / QoS Function Enabled . . .

Number of TCP Connections J58] The VPN Connection is Established.
<

oy et S| | : Your assigned IP address is 192.168.2.69.

SoftEther VPN Client Manager 1 VPN Sessions ,Tf. SoftEther VPN Client Build 8971

SoftEther VPN Client
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Screen Shots

vpn1l.softether.co.jp - SoftEther VPN Server Manager

Manage VPN Server "vpn1.softether.co.jp”

Virtual Hub Name Status Type Group MAC Tables IP Tables
;‘~‘ BEUING_SEGMENT Online Standalone 12

3 CHINATEST Online Standalone - 0

¥ moosta Online Standalone 2 4

Online Standalone
Online Standalone

[ SoftEther VPN Server / Bridge Easy Setup
Manage Virtual Hub e i View Status Create a Virtual Hub Properties
SoftEther VPN Server / Bridge Easy Setu
Management of Listeners: VPN Server and Network Information and Settings: | 4 / 9 sy P
Listener List (TCP/IP port): By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose. After exiting the setup,
1S sti / ~ Erciyptionsand Netu QQ Clustering Configura VPN Server Manager to freely configure more advanced settings.
Encry =

Port Number Status

Select the type of VPN server you want to build. Multiple types can be selected together.

oy TCP 443 Listening View Server Status @ Clustering Stat
| ¢ TCP 992 Listening == [¥] Remote Access VPN Server

€% TCP 993 Listening About this VPN Server 'ﬁ Show List of The Remote Access VPN Server allows VPN Client computers in remote locations to access
e TCP 1194 Listening ta TCP/IP Connectio ting Ethernet segments, for example company LAN
% TCP 8888 Listeni Clients who is connecting to the VPN Server will be able to access to the network
| = R el 3 N . as if they are connected directly and physically to the network.
Beta Version (Pre-release) : Edit Config

L-{’-i Local Bridge Setting r 3 Switch Setting IPsec / L2TP Setting = OpenVPN / MS-SSTP Se [] site-to-site VPN Server or VPN Bridge

ns-ssrr
E Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet
; A N /DN A 3 segments.
L Dynamic DNS Setting VPN Azure Setting Refresh Each of the sites are connected together, and become the same segment at Layer-2 |
enables any computers of each sites to communicate to each other as ifthere is a
Current DDNS Hostname: vpnl.softether.net VPN Azure Hostname: vpnl.vpnazure.net network.

VPN Server /

Select the role of this VPN Server:
®) VPN Server that Accepts Connection from Other Sites (Center)

VPN Server or VPN Bridge at Each Site (Edge)

[] other Advanced Configuration of VPN

you can use the

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch

function.

Click Next to start Setup. Click Close if you want to exit the setup and manually configure all settings.

SoftEther VPN Server (GQbnfig Tools)
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creen Shots

Local Bndge Settings - MAC Address Table

= The MAC address table database on the Virtual Hub "SoftEther Network” has the following entries.

Local Bridge can establish a Layer 2 bridge connection between a Virtual Hub on this VPN server and a physical
Ethernet Device (Network Adapter). Session Name VLANID  MAC Address Created at Updated at Location
It is also possible to create a tap device (virtual network interface) and establish a bridge connection with a ¥ SID-LOCALBRIDGE-1 00-A0-B0-B5-88-48 2013-02-15 203235 2013-02-19 205135 onvn
Virtual Hub. (Tap is supported on Linux versions only} ¥ SID-LOCALBRIDGE-1 00-A0-DE-82-24-BF 2013-02-15 0827:52 2013-02-19 20:51:39 vpn’
W SID-MATSUMOTO-56 00-AC-2B-D5-C7-F4 2013-02-19 04:31:31 2013-02-19 20:51:39 vpn'
¥ SID-MNAT-29 00-AC-2F-E7-3D-EE 2013-02-17 05:37:38 2013-02-19 20:51:39 vpn'
- T4 - 00-AC-52-0E-23-I 013-02- 22+ 3-02- :51:3 Vi
Numb.. Virtual Hub Name Network Adapter or Tap Device Name Status el S uE oy Sie i SuRLE -
oy ’ - p P — 2 . 8 SID-CHINA-VPN1-34 00-AC-55-29-61-9D 2013-02-17 16226149 2013-02-19 20:51:38 ‘vpn'
-1 SoftEther Network Intel(R) PRO/1000 GT Desktop Adapter (ID=1311763343) Operating W50 LOCALBRIDEE | et L s g »Zn
2 VLAN Intel(R) PRO/1000 PT Desktop Adapter (ID=1739005222) Operating I SID-LOCALBRIDGE-1 00-AC-6D-16-44-0F 2013-02-15 08:53:46 2013-02-19 2051:39 vpn'
¥ SID-SAKURA-6 00-AC-7F-45-A4-1E 2013-02-15 082755 2013-02-19 20,5139 vpn
W SID-SAKURA-31 00-AC-A2-0D-E8-EC 2013-02-17 08:2527 2013-02-19 20:;51:39
¥ SID-YAGI-59 00-AC-D6-EA-E2-1A 2013-02-19 20:50:43 2013-02-19 20:51225
¥ SID-SAKURA-12 00-AC-EB-CF-21-57 2013-02-15 08:29:03 2013-02-19 20:51:39
9 SID-SAKURA-3 00-AC-F1-F7-EA-05 2013-02-15 082754 2013-02-19 20:51:39
B9 SID-BIVPN-36 00-AE-18-20-F4-2A 2013-02-17 22:5740 2013-02-19 20,5139
¥ SID-LOCALBRIDGE-1 00-AE-20-B5-6D-F9 2013-02-15 08:27:57 2013-02-19 20:;51:39
8 SID-LOCALBRIDGE-1 00-AE-2F-02-2C-1A 2013-02-15 2 2013-02-19 20:51:37
¥ SID-LOCALBRIDGE-1 00-AE-85-60-53-08 2013-02-19 20:51:39
¥ SID-LOCALBRIDGE-1 00-AE-8C-FF-98.57 > 2013-02-19 20:5139
VLAN Transparency Setting Tool Delete Local Bridge I8 SID-LOCALBRIDGE-1 00-AE-A8-D9-32-6E 2013-02-15 085218 2013-02-19 205139
¥ SID-BIVPN-36 00-AE-AB-21-71-46 2013-02-17 22:57:34 2013-02-19 20:51:39
<

New New Local Bridge Definition:
Refresh

{ éd Select the Virtual Hub to bridge.

Virtual Hub: Okkota

Select the Ethernet device (network adapter) for the bridge destination.
Edit Virtual Layer 3 Switch *L3_SW1"

LAN Adapter: | WAN [Broadcom NetXtreme Gigabit Ethernet Driver (I 004905260)] ! defie multiple viual inteioces and routing tables on s Virtua Ly
BRIDGE [Intel(R) PRO/1000 GT Desktop Adapter (ID=1311763343)] T ———— ’ e emcers

LAN [Intel(R) Gigabit CT Desktop Adapter (ID=0252506216)] emo  Cantents New (g o

Note: It is possible to establis [intelfR) Glgabit CT:Desktop-Adapter { = e s —

but in high load environmentg VLAN [Intel(R) PRO/1000 PT Desktop Adapter (ID=1739005222)] s e & 5| [N

for bridging. \ [Broadcom NetXtreme Gigabit Et et Driver (ID=2004905260)] : 4 Enabl

Enab

Enable
Enadle

If a network adapter doesn't appear which is recently added on the system recently, reboot the
computer and re-open this screen.
] Delete Virtus! interace
Enavle sakur Routing Table:

otk Address

Ada Routig Table Entry
Note: P packets that did not match any access list e Routiog Thte ¢

A lot of VPN Server Setting Screens (total 70+ dialogs)
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Screen Shots

IPsec / L2TP / EtherlP / L2TPv3 Settings
IPsec / L2TP / EtherIP / L2TPv3 Server Settings

Virtual Hubs on the VPN Server can accept Remote-Access VPN connections from L2TP-compatible PCs, Mac OS
and also can accept EtherlP / L2TPv3 Site-to-Site VPN Connection.

L2TP Server (Remote-Access VPN Server Function)

VPN Connections from Smartph: e iPhone, iPad and Android, and also from
built-in VPN Clients on Mac OS X and Windows can be accepted.

[¥] Enable L2TP Server Function (L2TP over IPsec) . .

Make VPN Connections from iPhone, iPad, Android, Windows, and

It supports special VPN Clients which uses L2TP with no IPsec encryption.

\) Users should specify their username such as "Username@Target Virtual Hub Name™ to connect this L2TP Server.

If designation of a Virtual Hub is omitted, the below Hub will be used as the target.

Default Virtual Hub in a case of omitting a name of Hub on the Usernam SoftEther Network

EtherlIP Server Function (Site-to-Site VPN Connection)
Router products which are compatible with EtherlP 3 over IPsec can connect to Virtual Hub on
the VPN Server and establish La ( ) Bridging.

i i aluiln

[¥] Enable EtherlP / L2TPv3 over IPsec Server Function EtherlP / L2TPV3 Detail Settings ]

IPsec Common Settings
IPsec Pre-Shared Keys: | vpn

IPsec Pre-Shared Keys are also called or "Secrets”. Specify it with almost eight
ASCl racters, and let all VPN users know.

and Smartphones,

lac OS X acceptable. @
[¥] Enable L2TP Server Function (Raw L2TP with No Encryptions)

OpenVPN / MS-SSTP Settings
.= | OpenVPN / MS-SSTP VPN Clone Server Function Settings
OpenVPN Clone Server Function
This VPN Server h: ( ctions of OpenVPN software
products by OpenVPN Technologies, Inc.

Any OpenVPN Clients can connect to this VPN Server.

SoftEther VPN
[]iEnable OpenVPN Clone Server Fundion;

rver

UDP Ports to Listen for OpenV|

1194, 1195 Restore Default

Multiple UDP ports can be specified with splitting by space or comma letters.
OpenVPN Server Function also runs on TCP ports. Any TCP ports which are defined as listeners on the VPN Server accepts OpenVPN
Protocol respect and equally.

Sample File Generating Tool for OpenVPN Clients

Making a OpenVPN Client configuration file is a it job. You can use this tool to generate an appropriate OpenVPN Client
configuration file. The generated configuration sample can be used immediat:

Generate a Sample Configuration File for OpenVPN Clients
Microsoft SSTP VPN Clone
This VPN Server has the clone functions of MS-SSTP VPN Server
which is on Windows Serve 8/201 icrosoft Corporation. y"‘"";"; -
Built-in SSTP Clients on V /i RT can connect ota T

S r.

er Func

SoftEther VPN
Server

h to the hostname specified on the client, and e ————%
that certificate must be in the trusted list on the client. For details gl‘f' """ MS-SSTP VEN
refer the Microsoft's documents. it

The manner to specify a username to connect to the Virtual Hub,
and the selection rule of default Hub by using these clone server Psec Server Confi . c
functions are same to the IPsec Server functions. IBsecServer Configuration ancel

L2TP /L2TPv3/EtherlP  OpenVPN (L2 & L3) / SSTP
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Screen Shots

VPN over ICMP / DNS Function Settings

;}ﬂ VPN over ICMP / DNS Function

VPN over ICMP / DNS Function

You can establish a VPN only with ICMP or DNS packets even if there is a firewall or routers which blocks TCP/IP
communications. You have to enable the following functions beforehand.

[¥] Enable VPN over DNS Server Function (Uses UDP Port 53)

T4ne 4o

Use Ping / DNS Packets to
Establish a VPN Tunnel.

Outbound

o VPN over ICMP
VPN over DNS

ons Header || VPN Payload

Warning: Use this function for emergency only. It is helpful when a firewall or router is misconfigured to blocks TCP/IP,
but either ICMP or DNS is not blocked. It is not for long-term stable using.

Requires VPN Client / VPN Bridge internal version 4.0 or greater. ‘ Cancel

Ethernet over DNS, Ethernet over ICMP
(Enjoy your WAFi Lifel)
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Screen Shots

=1 SoftEther VPN Setup Wizard (Version 1.00.8971)

Welcome to the SoftEther VPN Setup Wizard

Extremely Powerful Free VPN Software.
SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance

VPN with the ultimate compatibilities to many devices. Windows, Mac, smartphones, tabl = -
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported. - SOREICUVER Selip Wizaid (Versson i 08310
SoftEther VPN also accepts OpenVPN and MS-SSTP VPN clients.

Setup is in Progress

<, SoftEther VPN

e The setup of SoftEther VPN Server is in progress.
L5 Please wait...

Setting a security on "C:\Program Files\SoftEther VPN Server\vpn_server.config” ..

Beautiful Installer for SoftEther VPN
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Screen Shots

‘— [~ SoftEther VPN Setup Wizard (Version 1.00.8971)

Select a Setup Mode

SoftEther VPN can be installed by one of two methods.
Please select the System Mode normally.

If you cannot use the administrator privilege for some reasons, you can select the User Mode to continue
the installation.

ﬁ@ #' () system Mode [Recommended)

Install the VPN software to this computer normally. The administrator privilege is
required.

Install the VPN software with the normal user privilege. No administrator privilege is
required. Some functions such as Local Bridge will be disabled. Runs only the user
"yagi” is logged on Windows.

UserMode Install Option
(System Admins will be Surprised!) 40



Screen Shots

vpn1.softether.co,jp - SoftEther VPN H—){—BIEIYR—v

SoftEther VPN Setup Wizard (Version 1.00.8971)

SoftEther VPN: Configure the Display Language

The current display language is : TS =
=E:o ke English (English)

This software supports the following display Iar\guages Select one and click Next
Z*‘ M—bULET i N ZoVy

@® Japanese

- Simplified Chinese ({E4&H3Z)

t will be applmd on| both the Uls on software ar\d the ﬁler\anw: of icons in the Start Menu.

Cancel

EhEp
#hirP

ﬁ VPN Server “vpnl softether.co.jp” OEE

it %@ H )RR
#iEp -
!"

SoftE:
(2l

vpn1.softether.co.jp - SoftEther VPN Server 3225

)

WL B

B2 ®

NS &R VEN Azure }

LF DONS EH4: vpnl.softether.net

Multi-languages Support

E# VPN Server “vpnl. softether. co.

VEN Azwre 4143

A

BREZEM nE © B ® Ll

BlFH o)

vpnl.vpnazure.net

HERE W
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Evaluation

1. Functional Tests
ASelf Test
ABeta Test

2 Performance Tests
ASimple throughput test
AComparison to existing methods
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